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To analysts, those people who fill the transition gap between ideas
and working systems.
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Introduction

Most of the software project teams that develop custom software build their systems from
scratch. With limited budgets and time, they concentrate on the business functionality
and try to minimize or ignore the infrastructure functionality. This book details the
functionalities for infrastructure modules to help project teams reduce the time required
to analyze these modules. In addition, after a team implements these modules, the
modules can be re-used in other projects and enhanced and improved over time. The
book also aims to help beginner analysts know more about the infrastructure modules.

The infrastructure modules covered in this book are the Localization module,
Lookups module, Documents module, Persons module, Organization Structure module,
Authentication module, Authorization module, Communication Rules module, Tasks
module, Workflows module, Notifications module, Follow-Up module, Payments module,
and Signatures module. Every module will be explained with high-level use-cases,
wireframes, and entities.

After reading this book, you will know what infrastructure modules are and how they
interact together and with other business modules. You will learn the main functionalities
provided by infrastructure modules and become familiar with their design by exploring
the use-cases, wireframes, and entities for each of the infrastructure modules.

The typical reader of this book will be any member of a project team that implements
custom portals or software systems to manage the internal and external services provided
by public or private sector organizations. This book is for system analysts, business
analysts, project managers, programmers, and business stakeholders.

xxiii



CHAPTER 1

Introduction to Infrastructure
Modules

There are common functionalities among software systems that make them flexible
for administration and tracking. These functionalities can be considered as an
infrastructure for any software system and can be organized into modules, which we
will call infrastructure modules. This chapter introduces these infrastructure modules
that provide common functionalities to users and to other modules that handle business
operations in an enterprise.

After finishing this chapter, you will be able to answer the following questions:

e  What are some different types of software modules?
e  What are infrastructure modules?
e  What are the relations among infrastructure modules?

e  What are extension points and plugins?
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CHAPTER 1 " INTRODUCTION TO INFRASTRUCTURE MODULES

In every software system, there are two types of modules—business modules and
infrastructure modules—as shown in Figure 1-1.

Software Systzm

f Susiness Modules

tafrastructure Modules

Figure 1-1. Business and infrastructure modules

e Business modules: These are software modules developed to
allow the organization to perform its business (either internal or
external). For example, some Enterprise Resource Planning (ERP)
modules are considered internal business for the organization.
Public services provided to citizens, external organizations, or
integrated systems are considered external business.

e Infrastructure modules: These are software modules developed
to control how the system will work by providing rules
for conducting the business. System admins can manage
infrastructure modules to provide flexibility regarding how the
software system works and to adapt to required changes in the
system.

Infrastructure modules are the core of the system and are independent of the

business functionality. They exist as a base on which the business modules are built.
This book is devoted to exploring and explaining infrastructure modules.
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Types of Infrastructure Modules

Figure 1-2 lists the main infrastructure modules described in this book. These modules
are like building blocks for the infrastructure layer. Every module provides a set of
functionalities to support the business modules that will be implemented in the system.
This section of the chapter briefly introduces each module.

[ |
1

Pagrents j Sigaature
[ workflows J Follow Up
Tasks J Notfizations
FCommunr'cah'on Hu.’csj Athorzation J
Organization Structure Anﬁq“a'mn'oy\j

Documents Persons }

Lozalfzation Lockups ]

Figure 1-2. Building blocks: infrastructure modules

Localization Module

The Localization module manages texts and their translations that will be displayed to
the system’s users. In countries where English is not the main language, almost every
software system will need to be bilingual. In some cases, it may need to be multilingual.
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One scenario in which the multilingual software is required is when the organization
that owns the software system has foreign employees. These employees need to interact
with the system in a language other than the local language. This other language may be
English or any suitable language supported by the system. Another scenario is when there
is a need to generate reports from the system in foreign languages to be used outside the
country. Supporting multiple languages in a software system is known as localization.

Figure 1-3 shows how the system will be affected by localization. Users have an
option to change the language of the system. This option allows them to select a language
from the languages defined by the Localization module. After selection, the system
will show the information in the selected language based on the data managed by the
Localization module.

@@ [organization/portal [<]|

VM//";",‘VLI\/

A NN PN WA NI

VI WA WA YA
A A S A

Figure 1-3. Language selection

Lookups Module

When filling data form in the system, in some cases the user will need to select some
items from a list. This selection can be single selection or multiple selection. Lists that
consist of singular items (that is, the item consists of only a name) are called lookups.
Lookups items can be modifiable or non-modifiable. The Lookups module manages
these lists and allows adding, editing, or deleting the items in the list.



CHAPTER 1 " INTRODUCTION TO INFRASTRUCTURE MODULES

Figure 1-4 shows sample of how lookups are used in the system. For example, when
selecting a gender, the system displays the values from the gender lookup (male, female),
which is defined in the Lookups module. Another example is selection of education
level. The system displays a list of values from the education level lookup (bachelor’s,
master’s, PhD, and so on), which is defined in the lookups module. The same applies for
communication skills values.

@ © (eraanization/person/create D)

VW
-

VW

Coramunication Skills

E Verbal Communication
[/] Men-Verbal Communication
D Written Commaunication

Listening

Figure 1-4. Selection of lookup values
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Persons Module

Every organization’s system needs to store and manage persons’ data. One person in the
system may have multiple roles. For example, as you can see in Figure 1-5, a person can
be an employee, investor, student, and so on. The system should not repeat the person
data. The Persons module manages persons’ data and allows adding, editing, or deleting
persons. In addition, it prevents the repetition of the persons’ data in the system by
storing the shared person data in the person entity instead of having multiple entities per
role and repeating the person’s data with each entity. The data that related to the person’s
role can be managed by extensions.

Employee
is
is

Student ' Person
is

fnvesfo r

Figure 1-5. Examples of a person’s roles

Organization Structure Module

Almost any organization consists of departments organized in a hierarchy called the
organization structure. Every department contains positions filled by employees.
Positions also have a hierarchy called a reporting hierarchy.

The Organization Structure module manages the departments and their hierarchies
as well as the positions and their reporting hierarchies. This module also enables
assigning persons to positions to become employees.

Figure 1-6 shows an example of part of an organization structure—in this case, the
structure of the General Directorate for Information Technology. Every department has
one parent department.
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Gtrnud Directorate

or nformation

Techeslogy

Maintenmce
Deportensnt
L 4 1
Pareal Transactiondl Agps Cutiness Sofeware Hardware
Devtlop fog Inteliaener Section Maincenance Maintenance -
Section Section Figence Ses Section Section

Figure 1-6. Organization structure

Figure 1-7 shows an example of a part of reporting hierarchy—in this case, which
position reports to which position. One position may report to multiple positions.
For example the Programmer position (shown in the figure) reports to both the IS
Development Manager and the Maintenance Manager, though one of them will be for
primary reporting.

tnformation
Technology
Manager

IS Developrent Maintenanes
Manager Manager

" Sustel
Business Analyst J I araer Adﬂ\f«.usxw

Figure 1-7. Reporting hierarchy
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Authentication Module

Persons who will use the system need to be authenticated by the system in order to
recognize them, and before authentication, users need to register with the system.
Registration can be done via information the person knows (for example, password,
username and password, email and password, or mobile number and password) or
things the person has (device, ID card, physical token) or via something physical about
the person (for example, fingerprint, voice, eye, or face). The registration information can
involve a combination of these things.

Based on the registration methods, the system will allow the person to select how
to be authenticated and will compare the entered information with the registered
information to authenticate the user. The Authentication module manages the registration
information and the authentication methods for the persons who use the system.

Figure 1-8 shows a scenario for authenticating a person to perform actions in the
system.

Organization’s Software System

>

u, but (et me ldentify you fivst. Please
our (Tngerprint or enter username
and password

My Use AR _

and password ~——

| After ~, Authentication : :
| authentication Module authentication period expires System
: e // Module

=) - ok
N TS0 you are Johpe

) Welcome JohnAlow Hou
can perform actions.

{:-'?j Hi system | want
to enter some data ]

‘ ok

Figure 1-8. Interaction between a person and the system for authenication

Authorization Module

Every system provides business services to its users. A service can be requested or used by
persons who have permission to access it. It is also possible for a service to be accessed
by persons who belong to an entity that has permission to access the services. The
Authorization module manages defining the roles and groups and assigning persons or
departments to them. In addition, the Authorization module manages the permissions
given to the entities by allowing or denying the services.
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Figure 1-9 shows types of services. Services can be internal services for the
employees who work in the organization or public services provided to clients of the
organization.

N

[ ) Organization's Software System

g
o=t
/ \
(]
T~

e Internal Services
Employee
P Public Services
Citizen, Resident, or Visitor

Figure 1-9. Internal and public services

The system should know every services it provides along with its description, fees,
who is allowed to access it, and so on. This information will be displayed for the users
who use the system while they are performing the services.

Persons who use the system are allowed to use some services in the system and
perform some functionalities based on their role, group, department, or position. This is
called giving permissions to the persons or authorizing the persons to use a service in the
system. Permissions can be given to a person directly, but it is better to give permission
to abstract entities like position, group, role, or department. For example, if we give
permission to a position, the employee who will be assigned to the position will inherit
the permissions for this position, and if the employee is replaced with another one, the
old employee will lose the permissions and the new employee will inherit it from the
positon.

Communication Rules Module

Some organizations have communication rules among positions (employees) or
departments. For example, employees are allowed to communicate with their peers,
their supervisors, their manager, and their supervised employees. Sometimes there are
exceptions in the communication rules. For example, a group of selected employees
can communicate with all employees in the organization. Communication rules help in
assigning tasks to employees by other employees or in writing correspondence to other
employees.

As shown in Figure 1-10, a communication rule consists of source, destination, and
rule options to control communications between the source and the destination.
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Figure 1-10. Communication rule

Destination

The Communication Rules module manages who can communicate with whom by

allowing adding, editing, or deleting the rules.

Tasks Module

Every person who uses the system may be required to perform a task. The person’s task
can be created by the person or assigned to them by another person or by the system.
The Tasks module enables the persons to manage their tasks. Persons can use this
module to view, create, or complete their tasks. It also allows persons to assign tasks to
other persons (delegation) based on the defined communication rules and allow them to

monitor the progress of the tasks.

Figure 1-11 shows a scenario for delegating tasks.

.r/ _\\ (i)
l\ ?6}) Hi System, show me any task
@_\‘\” assigned to me.
W/ -
i You have tasks with numbers
101, 105, 108
Person

After thinking
for a while = >,
(" Good. now I can
relax till John

N

I R ——

e
B g’;_ compete the tasks @ —
r/ N O W T~ s AT
| 26 2)
TN T HI System. please delegate tasks
(& W 101, 105, 108 to John

_l;_
/!
L/

Done. You can track them
from your delegated tasks

Organization’s Software System

Tasks Module

Figure 1-11. Interaction between a person and the system to delegate tasks

10



CHAPTER 1 " INTRODUCTION TO INFRASTRUCTURE MODULES

Workflows Module

All systems require workflow to perform a business process. A business process is the
steps required to provide a service to person or to another organization. Some services
provided by the system have an application form that can be filled out manually by
persons who use the system or filled automatically by the system or by an integrated
system. The application form then goes through steps (fasks) assigned to persons who
are responsible for performing these steps. After all steps are completed, the service’s
application is considered completed. It may be rejected or approved. In case of approval,
the system modifies its state based on the action associated with the service.

Figure 1-12 shows an example of processing steps for a vacation request. The employee
submits the application form, which then goes to the manager for review, at which point the
manager can approve or reject it. In case of approval, it goes to an HR employee for review
and making a decision. After the decision is made (either approval or rejection), the system
will notify the employee. This process is shown from a high level without much detail.
However, in the real world a lot of rules and validation will be applied.

Vacation Regquest

3
2 Fill Applieation
g- Forr
i
—
5
> Reject Motify f A
5 Ernployee \—/
:— PP e
1 —]
—

Review
application
and vaake
decision

HR

Figure 1-12. Vacation request workflow

The Workflow module manages the definition of the service’s application, workflow
steps and routing, and assigning tasks to responsible persons. It also invokes the required
actions to complete the workflow.

Notifications Module

The organization may need to send notification messages to persons who use the system.
And persons who use the system may need to receive notifications when changes
happened on the system. Notification messages are sent using the preferred notification
method for the persons (for example, SMS, mobile, or web notification).

11
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The Notifications module allows users to define their notification preferences and be
able to view their notifications. It also allows a system admin to define the default method
and enable or disable some methods. And it tracks notifications until they are sent to
their destinations.

Figure 1-13 shows a scenario for notification when changes happens in the status of
an application submitted in the Workflow module.

Organization's Software System

Notifications Module

<)
Application number 122
has been approve

Thanles)
v Module, As
the owner of

plications
hlease let me

g€ OCCur in

= status” 5o

know wi
changed fo
initiated by

pli 123
has peen approved.

Wworkflow Module

Figure 1-13. Interaction between a person and the system to receive notifications

Follow-Up Module

The users of the system may need to follow up an object in the system (workflow instance,
task, invoice, payment order, and so on). The Follow-Up module allows the user to select
an object and create, modify, or delete the follow-up for this object. The Follow-Up
module uses the Notification module to notify the user.

For example, a user may need to follow up a task they assigned to another user. The
system will display to the user the follow-up message based on the notification schedule
of the follow-up. Figure 1-14 shows a scenario for creating follow-up.

12
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— Organization’s Software System
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Figure 1-14. Interaction between a person and the system to create follow-up

Documents Module

Any software system will require attaching documents based on business functionality.
Users of the system should include the attached document information while attaching
the document. Document information could be the document type, issue date, notes,
and object the document is related to (based on the context where the document is
attached—for example, the document may be related to a person, company, invoice, or
something else).

The Documents module manages the attached documents by collecting the required
information when the users attach documents, providing the ability to search the
attached documents, and viewing versions of the attached documents. It also manages
the attached documents by providing the ability to search.

Payments Module

As mentioned, organizations provide services, and services can be internal for employees
or external for clients. Services often have fees that must be paid. There are many
methods to collect payments. For example, payment can be done by any of the following:

e (Cash
e  Check
e  Bank transfer

e POSdevice

13
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e  Online payment gateway
e  PayPal or similar services
e  Money collection service providers

This means money can be collected online, on the organization premises, or by
a partner providing a money collection service. In some cases, paid money can be
refunded.

The Payment module allows users to perform the payment operation using the
payment methods enabled by the organization, search and view payments registered in
the system, and request refunds.

Figure 1-15 shows a scenario of paying by check.
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Figure 1-15. Interaction between a employee and the system to pay invoice by check
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Signatures Module

The Signatures module manages the operations of validating attached digitally signed
documents and generating digitally or electronically signed documents. There are
two types of signature: digital and electronic. Digital signature involves hashing and
encrypting data by the private key of the person or organization who signs the data.
Electronic signature involves appending the image of the signature of the person who
signs the data.

Documents generated by other organization and imported to the system (attached
to the system by the users) can be digitally signed. If the system is expecting to receive
digitally signed documents, the system will verify those signed documents to ensure their
validity.

Documents generated by the system and provided to other organizations (such as
reports, certificates, letters, and so forth) can be electronically signed and/or digitally
signed.

Using signatures with internal operations inside the organization is not
recommended because it adds additional unnecessary effort (though some organizations
do ask to include signature in their internal operations).

Infrastructure Modules’ Dependency and
Extendibility

Dependency exists among infrastructure modules. In other words, some modules need
to be implemented first before the other modules can be implemented. In addition,
infrastructure modules should be extendable to support the business modules that may
use them. Plugins can be used to extend the functionality of the infrastructure modules.
In this section of the chapter, I discuss dependency and extendibility.

Dependency

Figure 1-16 shows the dependency among infrastructure modules. On the left side of the
figure appear three modules that are shared with the other modules. On the right side are
the remaining modules that depend on the shared modules.
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Figure 1-16. Infrastructure modules’ dependency

The shared modules are Localization, Lookups, and Documents. These modules
also have dependency between them. For example, Localization is the first module in
the dependency. All modules depend on the Localization module to provide them with
suitable text for the language used.

The Lookups module depends on the Localization module. The Documents module
depends on the Lookups module because it uses the document types, which are defined

in the Lookups module.

All other modules depend on the shared modules. They also have dependency

among themselves:

e  Asshown in Figure 1-16, the Signatures module depends on the
Persons module (there should be a person to have a signature).

The same applies for Authentication and Notifications. The

system cannot authenticate or notify users without having the
Persons information.

16
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e  The Organization Structure module can exist without the
Persons module. However, in order to fulfill the positions in the
organization’s departments, there is an association between the
Persons module and the Organization Structure module.

e  The Follow-Up module depends on the Notifications module
because Follow-Up notifies users based on the defined follow-up
schedule.

e  The Authorization module depends on organization structure,
services, and authentication because permissions on services are
given to positions or departments. In addition, users need to be
authenticated before being authorized.

e  The Communication Rules module depends on the organization
structure and the Authorization module. This module uses
the departments, positions, roles, and groups as sources and
destinations for the communication rules.

e  The Tasks module depends on the Communication Rules module.
Communication rules are used when a user wants to assign a task
to another user.

e  The Workflows module depends on the Tasks module. In order to
make progress in the workflow, tasks need to be assigned to the
responsible persons and be completed.

e  The Payments module depends on the Tasks module. Paying the
generated invoices for services requires a task to be assigned to
the person who will pay the money or collect the money.

Extendibility

Every infrastructure (or business) module has extension points in order to be integrated
with other modules, either business modules or infrastructure modules.

The modules that use these extension points implement plugins to be connected to
the extension points. Figure 1-17 shows a module that has connection points and plugins.

17
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Module / \
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Extension Points Plugins

Figure 1-17. Extension points and plugins

As an example, Figure 1-18 shows that the Authorization module has extension
points for the business modules to enable the business modules to provide lists of
services and to be included in the Authorization module. This will enable those business
services to be configured and will let them be used by the Authorization module, which
will manage the authorization of users on these services.

18
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In this chapter, we explored the types of software modules. You learned that there are
two types: business modules and infrastructure modules. I gave a brief description of
the infrastructure modules and then discussed the dependences among these modules.
I provided some examples of dependent modules. You leanred that infrastructure
modules have extension points that are used to connect them with other modules.
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Localization Module

People (persons) who use a software system need to deal with screens in a language
understandable to them. They may need to extract reports from the system in a specific
language. This means every software system should be flexible in supporting multiple
languages and should make it easy for the system’s administrators to add new languages
or modify system’s resources for a specific language. In this chapter, I discuss the
Localization module. The Localization module’s main functionality is to enable software
systems to support multiple languages.

After finishing this chapter, you will be able to answer the following questions:

e  Why do you need localization?
e  What do you need to localize?
e  How and where should you store localized items?

e  How should the Ul for the Localization module look?

Importance of Localization

People may visit or work in different countries, and each country has its own primary
language. Some countries use multiple languages. This means organizations may have
foreign employees who speak different languages. The organization interacts with
different visitors, residents, or citizens who speak different languages.

Organizations may also need to generate reports in different languages. This means
the organization will need to support different languages in the system, and the system
should be flexible enough to support multiple languages. With the Localization module,
the system administrator can define the languages to be used, the localized images or
texts to be shown to users, and localized data to be used.

Iltems that Are Candidates for Localization

Many items can be localized in a system. The following are examples:
e Labels that appear on system’s screens

e Images containing text.

© Mohamed Farouk 2017 21
M. Farouk, Infrastructure Software Modules for Enterprises,
DOI 10.1007/978-1-4842-3021-3_2




CHAPTER 2 " LOCALIZATION MODULE
e Images that contain arrows (some languages flow from right to
left, others from left to right)
e Audio and video
e  Lookup values
e  Field descriptions (metadata about a system’s entities)

e Entered data (for example, a person’s name can be saved in
English and Arabic)

e  Messages (errors, validation, warnings, and so on)

The Localization module lets the user manage text that appears in the system or is
generated by the system. This includes labels, lookup values, messages, errors, and more.

The text to be managed can be stored in the database or in the file system. This
module handles both cases and is able to manage the files, which are replicated on
multiple servers.

Storing Localizable Resources

In large software projects, the system is installed on multiple web servers. The localized
resources may be saved in a centralized place or may be replicated to multiple places.
The Localization module can handle both cases. Figure 2-1 shows where resources can
be saved.

Websarver 2

websaver 1 webserver 2 websaver

Replicated Centralized

Figure 2-1. Localizable resources, centralized vs. replicated
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Localizable resources can be saved in a database, in resource files, or in a folder.
The Localization module will be responsible for managing the resources by allowing a
system admin (or any user who has the privilege) to add languages, provide translation
for resources, or modify resources. The remaining of this chapter will discuss the design
of the localization module.

Localizable resources’ files or table fields must employ a naming convention.
There is a base name, which is the main name, and then there is the language part to be
appended to it.

For example, if a resource file has a base name Resourcel, it can have different
names format for a particular language. For example:

e Resourcel.en
e  Rersourcel.English
e  Resourcel-en

Another example: If a localizable data field in the database has a base name Title, it
can have different names for one language:

e enTitle
e  EnglishTitle
e Title-en

The Localization module will need to know the naming convention used in order to
be able to use the resources for the required language. For example, if a user adds a new
language in the system (for example, Arabic), the system will need to add the resource
files for this language. For a file named Resourcel.en, the new language file will be
Resourcel.ar.

Localization Module Use-Cases

Figure 2-2 shows some use-cases for the Localization module. Actors for these use-cases
are system administrator and system modules. The system administrator is a user who
has permission to manage the system. The system module is the software module, which
can be a business module or infrastructure module.
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Localization Module \

Manage System Languages
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Register Module
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System
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Figure 2-2. Use-cases for the Localization module

Here is a description for each use-case:

e  Manage languages: This use-case is used to add or delete
languages that will be supported in the system. It also enables
setting the default language.

e Manage localizable resources location: This use-case is used
to define where localizable resources are located. Localizable
resources can be stored in files or in database tables. Depending
on the system development strategy, there may be a lot of files
and database tables to be used with the modules inside the
system. The Localization module needs to know the locations
where the resources are saved. This will help by allowing the user
to select the resources to be managed and it will help in updating
all resources in case of replicated structure.

e Manage localizable resources: This use-case is used to modify
the resources for each language. It enables the user to enter the
resource value (whether that’s text, image, audio, or video) for
each language used in the system.

e Register module: This use-case is used to enable registering a
localizable module’s information to be included in the system.

e  Getresources: This use-case is used to provide resource values to
other modules when they ask for resources to be displayed.

24



CHAPTER 2 © LOCALIZATION MODULE

Localization Module Wireframes

In this section of the chapter, I show you high-level wireframe screens for the Localization
module. The UI flow is shown in Figure 2-3.

Home

Languages Registered Modules |

Resources
Locations

Resources’ values

Figure 2-3. Ul flow for the Localization module

From the home page of the Localization module, the user will be able to navigate to
the system’s Languages page or the Registered Module page.
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Languages Page

This page is used to manage the languages defined in the system. Users can add, edit, and
delete languages. Figure 2-4 shows a wireframe for listing defined languages.

Languages
Ezamh el | Sort by W
Language Nawe Display Name Prefix Is Default
English English en v
Arabic s ar
Deutsch Deutsch de

Add ( Edit ' | Delete l

Figure 2-4. Languages defined for the system

Language data includes the display name, which will appear for the users in the
Ul to select the language. It also includes the prefix, used by the Localization module to
recognize the resource files for the currently selected language. One language out of all
defined languages may be the default language, which means when users visit the system
for the first time they will find the UI displayed in this default language.
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Figure 2-5 shows the wireframe for filling in language details.

Language Details

Language Name ‘ English

Language Display English

Language prefix ’? ‘,

Is Default

' Save ' l Cancel l

Figure 2-5. Language details
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Registered Modules Page

When other modules are registered (plugged) into the Localization module, they will
appear in the Registered Modules page. From this page, the user can invoke the system to
manage the resources’ locations and values. Figure 2-6 shows a wireframe for listing the
registered modules.

Registered modules

Ezamh jel | Sort by W
Module Name Registration Date | Resource Files Resources
Count Tables Count
<Module 1 Namwer <dater 5
<Module 2 Name> <date> 10 2
<Module 3 Name> <date> z o

(Mannge Lucatu‘onsj ( Manage Values j

Figure 2-6. Registered modules to be managed by the Localization module

Resources’ Locations Page

The user can select a module and choose to manage its resources’ locations. A module’s
resources can be either files or database tables. For resources stored in files, every
resource file can be stored in one or multiple locations based on deployment structure.
The Localization module enables the user to define one location (in the case of a
centralized resource file) or multiple locations (in the case of a replicated resource file)
for the resource file. The defined locations must be accessible by the Localization module
because when resources values in this file change, the module will need to update

the values in all locations. Figure 2-7 shows a wireframe for managing resources’ file
locations.
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Manage Resources Locations

<Module narme>

Files Database |

search o | Sort W

Resources file base name

<Resource file 1> A
<Resource file 2>

<Resource file 3>

<Resource file 4>

<Resource file 5>

<Resource file & —

<Resource file 7>

<Resource file 8>

<Resource file 4>

<Resource file 20> v

Resource file

File location

Folder Path 1

Folder Path 2

<Resource file 2>

(
X
—
1
X
—
|
+

' Save ' ( Cancel l

Figure 2-7. Managing resources’ file locations

The user chooses a file from the list on the left and then can add the folder path that
contains this file. Multiple paths can be added. The user can also remove an existing path.

For resources stored in database tables (as mentioned, some fields are localizable),
information about their fields is saved when the module is registered. The user can define

where those tables are stored (that is, in which databases). It could be in one database,
in the case of centralized resources, or in multiple databases, in the case of replicated

resources.
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As shown in the wireframe in Figure 2-8, the user can select a table and field from the
left and then add the connection string for the database that contains this table. Multiple
connection strings can be added. The user can also remove an existing connection string.

Manage Resources Locations

<Module narae>

Files I Database

Table - field <taple 1> - <Field 2 base name>

search 0| sertw

Resource table — base field name Table location

<table 1> - <Field 1 base name> |(a — —
: i ing 1 X
<table 1> - <Field 2 base narae> Connection string 2 |
ctable 2> - <Figld 1 base name> —
<table 3> - <Field 1 base name> -l Connection string 2 X
——
<table 4> - <Field 1 base name> —
) n +
<table 4> - <Field 2 base namer _J
—

<table 5» - <Field 1 base name>

<table &> - <Field 1 base name>

<table 7> - <Figld 1 base name>

<table 8» ~ <Field 1 base name> | [ Save ) ( cancel ]

Figure 2-8. Managing resources’ database locations
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Resources’ Values Page

The user can select a module and choose to manage its resources’ values. Figure 2-9
shows a wireframe for managing resources’ values.

Manage Resources Values

eModule name>

Files IDatab:\sel

Resource File | <Resource File 1> |
-
search L sortw Resource Key <Resource Key 2>

Resource Key

, /
<Resource Keg 1> N Resource Values

<Resource Key 2>
<Resource Key 3>

<Resource Key 4 1

<Resource Key 5> Arabic |

<Resource Key &% —

< L K >
Resource Key 7 Deutsch |

<Resource key &>

LRespurce Key 9>

e ﬂ

Figure 2-9. Managing resources’ values for resources stored in files

For resources stored in files, the resource file can be selected from the resource files
drop-down list, and the resource keys will appear on the left. When the user selects one
resource key, the system enables the user to add or modify the values for this key for all
defined languages in the system. When saving these values, the system saves in all the
locations defined for this file.
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Figure 2-10 shows a wireframe for managing resources’ values stored in the database.
The table and field can be selected from the resource table’s drop-down list, and the
resource keys will appear on the left. When the user selects one resource key, the system
lets the user add or modify the values for this key for all defined languages in the system.
When saving these values, the system saves in all the databases where this table exists as

defined in the Locations screen.

Manage Resources Values

eModule name>

Files Database ]

Respurce Table | <Table 1> - <Field 2 base name>

w

seareh L sortw Resource Key

Resource Key

. Vi
<Resource Keg 1> N Resource Values

<Resource Key 2>

<Resource Key 3> English

LResource Key 4>

<Resource Key 5> Arabic

<Resource Key & —

< L K. e
Resource Key Deutsch

<Resource key &>

<Resource Key 2>

<Resource Key 9
<Resource Key 107 ﬂ

Figure 2-10. Managing resources’ values for resources stored in database

Localization Module Entities

You've now seen use-cases and wireframes for the Localization module. It’s time to have a
look at the entities used by the Localization module to store the localization information.
Figure 2-11 shows the entities and relations between them.
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Language

pr—)

Registered Module Resources Fife Folder path

_

n i
Resources Table - ]

field l Connection String

Figure 2-11. Entities for the Localization module

Here is a little bit about each entity:

Language: Stores the defined languages in the system.

Registered Module: Stores data about the modules that registered
themselves to be managed by the Localization module.

Resource File: Stores data about a resource file—the main data
to be stored is the resource file’s base name (the name without
including the language prefix).

Folder Path: Stores every folder path where the Resource File

exists.

Resource Table - Field: Stores data about a resource field in the
database. The main data to be stored is the table name and the
field’s base name (the name without including the language
prefix).

Connection String: Stores every connection string for databases
where the field exists.
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The relations between these entities can be summarized like this:
e  Registered Module can have multiple resource files.

e  The Resource File can be found in one or multiple folders
(folder paths).

e  The Registered Module can have multiple Resource Table - Fields.

e  The Resource Table - Field can be found in one or multiple
databases (Connection Strings).

Use of the Localization Module by Other Modules

Chapter 1 discussed extension points for software modules. The Localization module
accepts other modules to be plugged into it so that the localizable resources for these
modules can be managed by the Localization module.

Modules can be plugged into the Localization module using the register module
use-case. To be registered, modules should implement the register module interface. The
interface needs the module to be registered to be able to answer the following questions,
and the answer will be used to fill the entities, as described:

e Who are you? The answer to this question will be saved in the
Registered Module entity.

e What resource files do you use? The answer to this question will
be saved in the Resources File entity. If information about folders’
paths is available, it will be saved in the Folder Path entity.

e What resource tables do you use? The answer to this question
will be saved in the Resources Table - Field entity. If information
about connection strings is available, it will be saved in the
Connection String entity.

After a module is plugged into the Localization module, it will be able to use the
use-case Get Resources to get a localized value of a resource based on the selected Ul
language.

Summary

This chapter discussed the localization module, including why localization is required,
what needs to be localized, and the naming convention for resource files, which depends
on the development method used. I also discussed use-cases for the Localization module
and illustrated with wireframes. You learned about the entities and their relations. The
last section covered how other modules could use the Localization module.
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CHAPTER 3

Lookups Module

Users of a software system (persons) need to fill in forms and search for results easily.

This means every software system should support the ability to select values for some

field from predefined values or previously entered values. These fields are called lookups.

What differentiates lookup fields from other fields in the system is that the value of a

lookup has a small set of attributes (ID, Name, and Description). The Lookups module’s

main functionality is to enable software systems to manage lookups and their values.
After finishing this chapter, you will be able to answer the following questions:

e  What are lookups?
e  Why do you need lookups?
e  How and where should you store lookups?

e  What does the UI for lookups module look like?

Alookup is a list of ID and name (it also may contain description) for some object.
A lookup can be table in the database or it can be enum in the code written by developers.

Importance of Lookups

Alookup contains a list of items consisting of ID, Name, and Description. Lookups are
used to make it easier for the user to fill in forms in the system or to search for data. When
you use lookups, the user can select from a list of values instead of typing while filling a
form in the system.

Lookups are also used because of normalization in the database. Instead of saving
the name of the lookup item, the system will save the ID. When retrieving data, the system
will look in the lookups and get the corresponding name to be displayed for the ID.

© Mohamed Farouk 2017 35
M. Farouk, Infrastructure Software Modules for Enterprises,
DOI 10.1007/978-1-4842-3021-3_3



CHAPTER 3 * LOOKUPS MODULE

Lookups can be sorted into two categories based on the nature of the values of the
lookup, called system lookups and user lookups.

e System lookups: These are lookups used by the system. Their
items control the behavior of the system because they are used as
static parameters in the business rules. We can’t add additional
items to the lookup until we define programmatically their
behavior in the system'’s code. So, only developers of the system’s
modules can add items in these lookups.

e User lookups: These lookups contain modifiable items that can be
modified by the users of the system. Users can add, remove, and
edit the items. A user lookup can contain two types of items:

e System items: These are initially inserted in the lookup by
developers in the development phase. Those items cannot
be removed from the lookup. If additional items are to be
added in a lookup as system items, code is written to handle
these items in their owning module.

) User items: These items can be added, removed, or edited at
any time by the users. If they are used by other entities in the
system, the user won'’t be able to remove them.

The Lookups module enables other modules to register their lookups, and then these
lookups will be manageable from the Lookups module. Users who have permission to
manage the lookups will be able to add, edit, or remove lookup items based on the way
those lookups are registered in the Lookups module.
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Lookups Module Use-Cases

Figure 3-1 shows use-cases for the Lookups module. Actors for these use-cases are system
administrators and system modules. A system administrator is a user who has permission
to manage the system. A system module is the software module, which can be business
module or infrastructure module.

Lookups Module

System |
Administrator
«-’.-;dlmn

L

Register Module
Get Lookup ftems
System Module

Figure 3-1. Use-cases for the Lookups module

Here is a description for each use-case:

e  Manage lookups: This use-case is used to search, add, modify, and
delete items from lookups. It validates the rules of system lookups
and user lookups to prevent users from damaging system lookups
or system lookups’ items.

e Register module: This use-case is used to enable other modules
that have lookups to register their information. After registration,
the lookups for those modules will be manageable from the
Lookups module.

e  Getlookup items: This use-case is used to return lookups items to
other modules when they ask for them.
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Lookups Module Wireframes

This section shows high-level wireframe screens for the Lookups module. The UI flow is
shown in Figure 3-2.

D ———

Home

Registered Modules

—

Lookups

Lookup's Items

Lookup's Item

Figure 3-2. Ul flow for the Lookups module

Editor

From the home page of the Lookups module, the user will be able to navigate to the
system’s Registered Module page. From there the user can navigate to the lookups pages
and will be able to navigate to the pages that manage lookup items.
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When other modules are registered (plugged) into the Lookups module, they will appear

in the Registered Modules page. From this page, the user will be able to manage the

lookups for each module. Figure 3-3 shows a wireframe for listing the registered modules.

Registered modules for lookups management

Ezarc h jel | Sort by W
Module Name Registration Date Lookups Count
<Module 1 Name> <date> 5
<Module 2 Name> <date> 10
Module 5 Name> <date ]

Manage Lookups

Figure 3-3. Registered modules to be managed by the Lookups module

39



CHAPTER 3 * LOOKUPS MODULE

Lookups Page

The user can select a module and choose to manage its lookups. Figure 3-4 shows a
wireframe for managing lookups for the selected module. To view the lookup’s items, the
user will click View Items.

Note Lookups’ names can be modified from the Localization module.

Lookups

<Persons Module>

[[search O] Sort by ¥
Lockup Name Tupe Meodifiable
Gender System Mo
Marital Status System Mo
Hoboy User Yes

Figure 3-4. Manage lookups
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Lookup Items Page

Figure 3-5 shows a wireframe for the lookup items. The user can add, edit, or delete
lookup items. If the item type is system, the user can’t delete it. Every item has a display
order, which is used to sort the items when they are retrieved to be displayed in the UI.

Lookup Items

<Lookup Narme>

[ search £ Sortby ¥
Item Id Display order | item name Item type
1 1 <ltemt 1 namer System
2 2 <tem 2 name> User
3 3 <tem 3 namer User
+ + <tem 4 namer User
5 5 <temt 5 namer User
& & <tem & name> User
7 7 <tem 7 name> User

Add I Edit ' I Delete ’

Figure 3-5. List of items in a lookup
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Lookup Item Editor Page

In Figure 3-6 you see the wireframe for the Lookup’s Item Editor page, which can be used
for editing or adding new items.

Lookup’s ltem

Itewm ID <23 Type User Item
Display Order g
[temn Name
English | Itgm 2 name |
Arabic | |

Item Description

English

Arabic

(=) =D

Figure 3-6. Editlookup's items

This page depends on the Localization module to support entering names and
descriptions in the supported languages.
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Lookups Module Entities

Now that you've seen use-cases and wireframes for the Lookups module, it’s time to see
the entities used by the Lookups module to store lookups information. Figure 3-7 shows
the entities and the relations between them.

- [——
1 n 1 n
Registeved Module Lookup Lookup Item
— —

Figure 3-7. Entities for the Lookups module

Here is a description for each entity:

Registered Module: Stores data about the modules that registered
themselves to be managed by the Lookups module.

Lookup: Stores data about lookups. The main data to be stored are
lookup name, table name (in case lookup items are saved in an
entity other than the Lookup Item entity), value field, name field’s
base name (the name without including the language prefix), type
of lookup system or user, and whether it is modifiable or not.

Lookup Item: This is the default entity to store the lookup’s items.
The registered module can use either this entity or its own tables
to store the lookup’s items. The main data to be stored are the ID,
Name, Description, Type, and Display Order.

The relations between these entities can be summarized like this:

The Registered Module can have multiple lookups.

Lookup has multiple lookup items (they can be either in the
Lookup Item entity or stored in another entity).
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Use of the Lookups Module by Other Modules

The Lookups module accepts other modules to be plugged into it so that the lookups for
other modules can be managed by the Lookups module.

Modules can be plugged into the Lookups module using the register module
use-case. In order to be registered, they should implement the register module interface
and should have the items stored in the format supported by the Lookups module (a
lookup item should have a Display Order and an item Type properties). The interface
needs the module to be registered to be able to answer the following questions, and the
answer will be used to fill the entities, as described:

e Who are you? The answer to this question will be saved in the
Registered Module entity.

e What lookups do you use? The answer to this question will be
saved in the Lookup entity.

e Where are the lookup’s items? The answer to this question will be
saved in the Lookup entity.

e  What are the items? If the lookup items are not stored in specific
entities and the module (to be registered) needs to store them in
the Lookup Item entity, the answer to this question will be saved
in the Lookup Item entity.

After a module is plugged into the Lookups module, it will be able to use the
use-case Get Lookup Items to get the items in a certain lookup based on the selected UI
language.

Summary

This chapter discussed the Lookups module, including what lookups are, why lookups
are required, and use-cases for the Lookups module. I also showed wireframes for the
screens and explained the entities and their relations. The last section showed how other
modules could use the Lookups module.
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Documents Module

People (persons) who use a software system often need to attach documents that are
required in some forms that they fill in the system. This means every software system
should support the ability to define the types of documents and whether they are
required or optional. In this chapter, I discuss the Documents module. The Documents
module’s main functionality is to enable software systems to manage the definition of
document types and manage the attached documents and their versions.

After finishing this chapter, you will be able to answer the following questions:

e  What are documents, document types, and bundles?

e  Why do you need documents?

e  How and where should you store documents?

e  What does the UI for the Documents module look like?

Documents are files. These files can be of any type, although the system will only
allow certain file types to be attached, depending on the business of the organization.
Popular file types to be attached to a system include images, PDFs, and in some cases
Microsoft Office files (Excel, PowerPoint, Word, and Visio). Electronic documents can be
attached directly, but hard copies will need to be scanned and then attached as image
files or PDFs.

Document type refers to the business classification for the content in the files. Some
examples of document types might include things like ID Card Copy, Medical Report,
Passport Copy, Certificate Copy, and so on. This classification enables understating
of the content of the attached file. Some document types are common and used in all
organizations, and some document types will depend on the business of the organization.

A bundle s a collection of documents that are required to be attached in certain
scenarios and conditions. A bundle is defined by specifying the document types that will
be in the bundle. For example, we can have an Employee Hiring bundle. This bundle
will contain the types of documents required from each employee when hired. Types in
the Employee Hiring bundle might include Graduation Certificate, ID Card Copy, and
Recommendation Letter. Every employee will fill the bundle with their own documents.
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Importance of Documents

Documents are used as evidence. Business services provided by the system will require
documents to be attached and be checked by verifiers (employees in the organization
who receive the requests for services and approve or reject them). The documents could
be used to prove something or they can be used to clarify something.

For example, if you are applying for sick leave, you will need to attach a Medical
Report document. And if you bought product from a vendor, you will get an invoice.
You scan it and attach it to a payment order in the system.

The need for attaching documents while performing a service may be removed
if the system is integrated with the other system used in the organization that issued
the document. For example, let’s say your organization is dealing with one hospital
to provide medical checks for the organization’s employees, and this hospital has a
system that provides web services or web APIs for integration with other systems. Your
organization’s system is integrated with the hospital system. If you get sick and go to the
hospital, your Medical Report will be in the hospital system. When you apply for sick
leave, your organization’s system will communicate with the hospital system and retrieve
the Medical Report data. You don’t have to attach documents in this case thanks to the
integration that enables systems to communicate and exchange the data.

For cases where no integration exists, though, documents will be attached. These
documents need to be organized to be searchable and to not be duplicated. There is no
need to attach a document that has been attached before in the system.

The Documents module enables the following functionalities:

¢ Defining the allowed file types
e  (ategorizing the files to be attached

e  Searching the attached documents for information about them,
such as who attached them and from where, and the history of
each document

Documents Module Use-Cases

Figure 4-1 shows use-cases for the Documents module. Actors for these use-cases include
the system administrator and the system modules. The system administrator is a user
who has permission to manage the system, and the system module is a software module,
which can be a business module or an infrastructure module.
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Docuraents Module

Manage Types

Manage Bundles

System

Adrainistvator ewe Uploaded Docuiments

Register Module

Get Bundles
Systera Module

il

Get Uploaded Docu is

Figure 4-1. Use-cases for the Documents module

Here is a description for each use-case:

e Manage types: This use-case is used to view, add, modify, and
delete document types.

e Manage bundles: This use-case is used to view add, modify, and
delete definitions of document bundles.

e View uploaded documents: This use-case is used to view
information about the documents uploaded to the system by
users.

e Register module: This use-case is used to enable other modules
that have document types or bundles to be managed to be able
to register their information. After registration, the document
types and bundles for these modules will be manageable from the
Documents module.

e  Get types: This use-case is used to return document types to other
modules when they ask for them.

e Get bundles: This use-case is used to return bundle definitions to
other modules when they ask for them.

e Getuploaded documents: This use-case is used to return
uploaded documents in a bundle to other modules when they ask
for them.
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Documents Module Wireframes

This section shows high-level wireframe screens for the Documents module. The UI flow
is shown in Figure 4-2.

Documents Module
Honae

Uploaded
Docuragnts

[

k.
'.—wm‘ﬂ‘_‘
—
Dﬂ“ﬂg‘::::ﬁ” I_’ mg:_:;THP‘J l Bundle Viewer ]—— Sundle Editor

Figure 4-2. Ul flow for the Documents module

From the home page of the Documents module, the user can navigate to Document
Types page where they can manage types, to the Bundles page where they can manage
the definition of the bundles, and to the Registered Modules page. From the Registered
Modules page, the user can see the types and bundles used by any of the registered
modules. If the user wants to see information about the uploaded documents, they can
navigate from the home page to the uploaded documents page. In the rest of this section
we will see how these pages look.
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Registered Modules Page

When other modules are registered (plugged) into the Documents module, they will
appear in the Registered Modules page. From this page, the user can manage the
document types and the bundles of document types used by these modules. Figure 4-3

illustrates listing the registered modules.
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Registered modules for documents management

search jol | Sortby W
Module Name Registration Date Document Bundles
Types Count Count
<Module 1 Name> <date> 5 2
<Module 2 Name> <date> 1o 1
tModule 3 Name>r <date> ] =

[ Manage Types ' l Manage Bund.'cs'

Figure 4-3. Registered modules to be managed by Documents module

Document Types Page

This page is used to manage the document types. The user can view, add, edit, and delete

document types used in the system. Figure 4-4 shows a wireframe for listing defined

document types.
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Document Types

<Module name>

search p| Sorthy ¥
Type Allowed file extensions

<Type 1> png . jpa

<Type 2> docx, doc

<Type 3> xlsx, ¥ls, doex, dox

<type 4> dxf, dwg

Aded ( Edit ' | Delete ’

Figure 4-4. Manage Document Types page

Type Editor Page

In Figure 4-5, you can see a wireframe for the Document Type Editor page, which can be
used for editing or adding document type.

Pocument Type

Type Name Allowed files' extensions for this type

-] Extension
English ‘

<extension 1>

Arabie | <ewxtension 2>

Type Description [ |

English |

Arabie | - i'

Save '

Figure 4-5. Edit Document Type
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This page will depend on the Localization module to support entering the name and
description of document type in the supported languages.

Bundles Page

This page is used to manage the bundles of document types. Users can view, add, edit,
and delete bundles used in the system. Figure 4-6 shows a wireframe for listing defined
bundles.

Bundles

<Module name>

search Jol | Sorthy ¥

Bundle Name Used By Module Document types
Count

<Bundle name 1> <Module name 1> 3

<Bundle navme 2> <Module name 2> 4

<Bundle name 3> <Module name 3> 2

<Bundle name 4> <Module name 3> 1

Aced ( Edit j I Delete j

Figure 4-6. Manage bundles of document types

Bundle Editor Page

In Figure 4-7, you can see the wireframe for the Bundle Editor page, which can be used
for editing or adding bundles of document types.

This page will depend on the Localization module to support entering the name and
description of bundles in the supported languages.
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Bundle Data
Bundle Name Document Types fn the Bundle
P Document Type Required?
Erglish Item 2 name
—_
<dpcurent Type 2> E X

Arabic ] <document Type 2> E X

Bundle Description select v/

= N

Save

Figure 4-7. Edit Bundle

Uploaded Documents Page

This page is used to view information about the uploaded documents in the system.
It shows information about when and from where the documents were uploaded.
Figure 4-8 shows a wireframe for listing the uploaded documents.

Uploaded Documents

search p| Sorthy ¥
Owner Document Type | Uploaded | Version Source

Date
<pErson name 1> <type 1> <dater 2 <module name —

page name>

<organization name 1> | <type 2> <date> 1 <module name —
page namer

<pPErSOn name 2> <type 1> <date> 5 <ppdule name —
page namg>

<organization name 2> | <type 3> <date> <module name —
page name>

Figure 4-8. List of uploaded documents
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Uploaded Document Info Page

The user can view more information about the uploaded document by selecting a
document and clicking the View button. Figure 4-9 shows a wireframe for displaying
uploaded document information.

Document Info

Document ID 2> Type  Document Type
Document Owner  <Owner namer

Uploaded By <Person name or System name?

Available Versions

Version | Uploaded Source Bundle
Date
3 <date> <mpdule name — page name> <bundle name>
2 <date> <mpdule name — page name> <bundle name>
1 <date> <module name — page name> <bundle name>

Figure 4-9. Uploaded document information

Documents Module Entities

Now that you've seen the use-cases and wireframes for the Documents module, it’s time
to see the entities used by the Documents module to store the document information.
Figure 4-10 shows the entities and relations between them.
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Figure 4-10. Entities for the Documents module

Here is a description for each entity:

e  Registered Module: Stores data about the modules that registered
themselves to be managed by the Documents module.

e Document Type: Stores types of documents that will be used to
allow and categorize the uploaded documents.

e  Bundle: Stores the bundle definition, which is a collection of
document types.

e  Uploaded Document: Stores the uploaded documents in the
system.

e  Uploaded Document Version: Stores the version of the uploaded
document. One document can be uploaded multiple times, and
every time it’s uploaded, it’s considered a new version if it is the
same file and same owner.

e  Bundle Instance: Stores the instances of the bundles uploaded to
the system. When a bundle is required to be uploaded, the user
will upload documents with the types defined in the bundle. This
is considered a bundle instance.

The relations between these entities can be summarized like this:

e  The Registered Module can support multiple document types,
and multiple Registered Modules can support one document

type.

e  The Registered Module can support multiple bundles, and a
bundle can be supported by multiple registered modules.

e  The Bundle definition contains one or more document types.
e Anuploaded document can have multiple versions.
e A Bundle instance contains uploaded documents with specific

versions.
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Use of the Documents Module by Other Modules

The Documents module accepts other modules to be plugged into it so that the
documents for other modules can be managed by the Documents module.

Modules can be plugged into the Documents module using the Register Module
use-case. In order to be registered, they should implement the Register Module interface
and they should have documents types and bundles stored in the format supported by the
Document module. The interface needs the module to be registered to be able to answer
the following questions, and the answer will be used to fill the entities, as described:

e Who are you? The answer to this question will be saved in the
Registered Module entity.

e What document types do you use? The answer to this question will
be saved in Document Type entity.

e What bundles do you use? The answer to this question will be
saved in the Bundle entity.

After a module is plugged into the Lookups module, it will be able to use the Get
Types or Get Bundles use-case to get the types and bundle definition if updated by
the admin. In addition, it can use the Get Uploaded Documents use-case to return the
uploaded documents for a bundle instance.

Summary

This chapter discussed the Documents module, including what document types and
bundles are, why documents are required, and use-cases for the Documents module.
I also showed wireframes for the screens and explained the entities and their relations.
The last section showed how other modules could use the Documents module.
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Persons Module

Software systems deal with people (persons). Persons can be users, customers,
employees, vendor contacts, or any other role a person can perform. This means every
software system should support the ability to manage persons’ data. In this chapter,
I discuss the Persons module. The Persons module’s main functionality is to enable
software systems to manage persons’ data and prevent the duplication of persons in
the systems.

After finishing this chapter, you will be able to answer the following questions:

e Why do you need to store persons’ information?
e  What information is to be stored about persons?

e  How does the UI for the Persons module look?

Importance of Persons’ Information

As mentioned, any software system will need to store information about persons, and
persons play different roles in a system. A person can be a user of the system, employee in
the organization, customer, vendor, or something else depending on the business of the
organization. In addition, one person may play many different roles in the system, and
that’s why the system must not duplicate any person’s information but should manage it
centrally. Roles can be added to the person without duplicating the person’s information.
The Persons module is used to manage persons’ information, which may include
the following:

e  Personal information

e Contact information (home telephone, mobile number, e-mail,
website URL, address, and so on)

e  Relationships between persons in the system (for example, son,
father, wife, husband, and so forth)
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Persons Module Use-Cases

Figure 5-1 shows use-cases for the Persons module. Actors for these use-cases are the
user who has permission to manage persons and system modules. A system module
can be a business module or infrastructure module that needs to retrieve persons’

information.

User who
has pervaission

Persons Module

Manage Relatives

Get person's Info

Get person's relatives

Get person's contact info

odify Person

Create Relationship)

Figure 5-1. Use-cases for the Persons module
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Here is a description for each use-case:

Manage persons: This use-case is used to view, add, modify, and
delete persons and their contact information.

Manage relatives: This use-case is used to view, add, modify, and
delete relatives for persons.

Get person’s info: This use-case is used to return information
about a person to other modules when they ask for it.

Get person’s contact info: This use-case is used to return contact
information of a person to other modules when they ask for it.

Get person’s relatives: This use-case is used to return a list of
relatives for a person (and their relationship to this person) to
other modules when they ask for them.

Create person: This use-case is used to enable other modules to
create a new person.

Modify person: This use-case is used to enable other modules to
modify an existing person’s data.

Delete person: This use-case is used to enable other modules to
delete an existing person.

Create relationship: This use-case is used to enable other modules
to create a relationship between existing two persons.

Delete relationship: This use-case is used to enable other modules
to delete an existing relationship between two persons.
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Persons Module Wireframes

This section shows high-level wireframe screens for the Persons module. The UI flow is
shown in Figure 5-2.

Persons Module

Home

Persons | Relatives

Person Editor Person Viewr

Figure 5-2. UI flow for the Persons module

From the home page of the Persons module, the user can navigate to the Persons
page, where they can manage persons (search, view, add, modify, delete). The user can
add and modify a person’s information by navigating to the Person Editor page and can
view a person’s information by navigating to the Person Viewer page. It is also possible
from the home page to navigate to the Relatives page, where the user can view and search
persons with relationships to other persons. In the rest of this section, I go through what
these pages look like.
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Persons Page

This page is used to manage persons. Users can view, add, edit, and delete a person in
the system. It also shows the user which module created this person. A person can be

CHAPTER 5 © PERSONS MODULE

created either from Persons module or from other business modules. Figure 5-3 shows a
wireframe for listing persons.

Persons

F:arch

o]

Sortbhy W

ID Number | Name Birthdate Created By Module
<id numbery | <person namer <date> <module name>
<id number> | <person name> <date> <module name>
<id number> | <person name> <date> <module name>
<id number> | <person name> <date> <module name>

Figure 5-3. Manage persons

Person Editor Page

Figures 5-4 through 5-6 show wireframes for the Person Editor page, which can be used
for editing or adding person. This page has three tabs: Basic Info, Contact Info, and

Relatives.

61



CHAPTER 5 © PERSONS MODULE

Person

Basic Info I Contact info | Relatives
— —

Person Name

English [ ) ]
Arabie [ ]

Birthdate i)
R —
Nationality hd

Figure 5-4. Edit person: basic information

Person

Basic Info | Contact info Relatives |

Contact information for <Person’s name>

search P Sort by ¥
Method Deseription Created By
Module

Telephone <Telgphone number> <mpdule name>
Mobile <Mobile rumbers <impelule name>
Ewail <graail> <ipdule namer
Address <Unit no., building no, street, city, state, country> | <module namer
Website <website URL> <imodule names

f Edit ' f Delete '

Figure 5-5. Edit person: contact information
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Ferson

| Basie tnfo I Cowtact info l Relatives

Relatives for <Person's name>

search jol Sortby W
Persons ID | Peron's name Relation Created By
Number Module

<id numbers

<PErson naraer

<relationy | <module names

<l nwmbers

LPEFSON nAME>

<relationy “module navmer

<l nmbers

CPEFSon nake>

<relation> | <module namer

<id nuwmber>

<PErson namag>

<relations | <medule name>

I Edit l r Delete l

Figure 5-6. Edit person: relatives

This page will depend on the Localization module to support entering a person’s

name in the supported languages.

Relatives Page

This page is used to manage the relationships between persons. Users can view, add, edit,
and delete relationships between two persons. Relationships can be created either from
the Persons module or from other business modules. Figure 5-7 shows a wireframe for

listing relationships between persons.
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Relatives
search p| Sortby W
1% Person’s | 1% Person’s 2nd Peyson’s | 2~ Person’s Relation Created By
ID Number Name ID Number | name Module
<id numbery | <person namer | <id number> | <person namer | <relation> | <module namer
<id number> | <person name> | <id number> | <person name> | <relation> | <module name>

/e numbers

<PEFSOn name>

< number>

<PErSOn namer

<relation>

<module name>

<id number>

SPEFSON namer

<id numbery

<PErson namer

<relation>

<module namer

Add

( Edit l [ Delete l

Figure 5-7. Manage relationships

Persons Module Entities

Now that you've seen use-cases and wireframes for the Persons module, it’s time to see
the entities used by the Persons module to store the persons’ information. Figure 5-8

shows the entities and relations between them.
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-
1 n
] Contact

Mechanism

Person

Relation Relation
from to

s
s

Relationship

Figure 5-8. Entities for the Persons module

Here is a description for each entity:
e  Person: Stores basic information for the person.
e Contact Mechanism: Stores contact information for the person.

e Relationship: Stores the relationship between two persons.
The relationship has two directions (for example, if person P1 is
father for person P2, then P2 is son for P1) and it is stored once.
There is no need to duplicate the storage because the second
direction of the relation can be inferred.

The relations between these entities can be summarized as below:
e Aperson can have multiple contact mechanisms.

e A person can participate in multiple relationships with
other persons.
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Use of the Persons Module by Other Modules

Other modules don’t need to register to use the Persons module. They can start directly
using the use-cases provided by the Persons module to manage persons’ data.

For the use-cases that modify stored data, the Persons module will request the
calling module to identify itself in order to track which module performs the operation.

Summary

This chapter discussed the Persons module, including why to store persons’ information,
and what information is to be stored. It discussed use-cases for Persons module and
showed wireframes for the screens. I covered the entities and their relations and
discussed how other modules could use the Persons module.
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Organization
Structure Module

Every organization consists of departments (suborganizations), and these departments
are organized into a hierarchy. Each department has positions inside it to be filled by
employees. Positions also are organized into a hierarchy called a reporting hierarchy.
Organizations and positions are required for giving permissions to employees on the
functionalities in the system. This means every software system should support the
ability to define organizations and positions. The Organization Structure module’s main
functionality is to enable software systems to manage the definition of the organization
hierarchy and the positions reporting hierarchy.

After finishing this chapter, you will be able to answer the following questions:

¢  What are organization hierarchies, positions, and reporting
hierarchies?

e  Whatkind of information is to be stored for an organization
hierarchy and reporting hierarchy?

e  What does the UI for the Organization Structure module look like?

An organization is a group of people. In business, it is a group of positions and
employees to fill these positions. An organization may be an Enterprise, Directorate,
Department, Section, or Committee. An organization can contain suborganizations.

For example, Department will have employees working in it and may consist of Sections,
with each Section having employees working in it.

The components of the Organization Structure are as follows:

e  Organization hierarchy: This refers to the relations between parts
of the organization. In most cases, a suborganization can be part
of one organization, and one organization can consist of multiple
suborganizations.

e  Positions: These are the jobs in the organization. An employee
fills the position for a period until they retire, quit, or move. Then
another employee fills the position for another period, and so on.
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e Reporting hierarchy: Refers to the relations between positions in the
organization, including which positions reports to which positions.
In most cases, a position reports to only one position. However,
in some cases, a position can report to multiple positions—for

example, when an employee has a manager and supervisor.

Back in Chapter 1, Figures 1-6 and 1-7 show examples of organization hierarchy and
reporting hierarchy.

Organization Structure Module Use-Cases

Figure 6-1 shows use-cases for the Organization Structure module. Actors for these
use-cases are the user, who has permission to manage persons, and system modules,
which may be business modules or infrastructure modules that need to retrieve
Organization Structure’s info.

Ovganization Structure Module

(Manage Organization Hierarch

User who
has permission

Figure 6-1. Use-cases for the Organization Structure module
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Here is a description for each use-case:

Manage organization hierarchy: This use-case is used to search,
view, add, modify, and delete organizations and the relations that
build the hierarchy.

Manage positions: This use-case is used to search, view, add,
modify, and delete positions in the organizations.

Manage reporting hierarchy: This use-case is used to search, view,
add, modify, and delete reporting relation between positions in
the organizations.

Get organization hierarchy: This use-case is used to return the
organization and all suborganizations under it according to the
requested deep level.

Get positions in organization: This use-case is used to return
positions in one organization only, without its suborganizations.

Get position reporting relationship: This use-case is used to return
the positions that the requested position reports to in addition to
the reporting type.

Get parent organization: This use-case is used to return the parent
organization for a certain organization.

Get suborganizations: This use-case is used to return
organizations under a specific organization.

Create position: This use-case is used to enable other modules to
create a new position in an organization.

Organization Structure Module Wireframes

This section shows high-level wireframe screens for the Organization Structure module.
The UI flow is shown in Figure 6-2.

| | |

Organization
Structure Module
Howe

Crganization
Mierarchy

Reporting
Hitrarchy

Wiewter

Reporting (ﬂ—_—“

Figure 6-2. Ul flow for the Organization Structure module
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From the home page of the Organization Structure module, the user can navigate
to the Organization Hierarchy page where they can manage organizations (search,
view, add, modify, delete, and specify relations). The user can manage this information
by navigating to the Organization Editor page and view organization information by
navigating to Organization Viewer page. The user can also navigate from the home page
to the Positions page and manage positions (search, view, add, modify, and delete) and
manage this information by navigating to the Position Editor page. The user can also view
position information by navigating to the Position Viewer page and can navigate from the
home page to the Reporting Hierarchy page to manage reporting relationships among
positions (search, view, add, modify, and delete). The user can manage this information
by navigating to the Reporting Editor page. The user can view relationships between
positions by navigating to the Reporting Viewer page. In the rest of this section, you will
see how these pages look.

Organization Hierarchy Page

This page is used to manage organizations. The user can view, add, edit, and delete
organizations in the system. Figure 6-3 shows a wireframe for listing organizations.

Organization hierarchy

Esearch je | Sortby ¥
Parent Organization Organization Created By Module
<organization name> | <module name>
<organization name> <organization namer | <module name>
<organization name> <organization namer | <module name>
<organization name> <organization namer | <module name>

Add [ Edit l [ Delete '

Figure 6-3. Manage Organization Hierarchy page
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Organization Editor Page

Figures 6-4 and 6-5 show wireframes for the Organization Editor page, which can be
used for editing or adding organization. This page consists of two tabs: Basic Info and

Contact Info.

Organization

Basic Info I Contact info i

Organization Name

English |

Arabic |

Parent Organization
| -

Figure 6-4. Edit Organization: basic information
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Organization

|Basic info | contact info

Contact information for <Organization’s name>

[“search o Sort by ¥
Method Description Created By
Module

Telephone <Telephone number> <mpdule name>
Mobile <Mobile number> <mpdule name>
Ewmail <ermail> <module namer
Adddress <Unit no., building no, street, eity. state, country> | <module name>
Website <website URL> <module name>

Figure 6-5. Edit Organization: contact information

The Basic Info tab depends on the Localization module to support entering the
organization’s name in the supported languages.
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This page is used to manage positions. The user can view, add, edit, and delete positions
in the system. Figure 6-6 shows a wireframe for listing positions.

Positions

Lsm reh

<)

Sortby ¥

Position Code

Organization

Position Type

<position code>

<organization name>

<position type>

<position code>

<organization name>

<position type>

<position code>

<organization name>

<position type>

<position code>

<organization name>

<position type>

Add

I Edit l ’ Delete '

Figure 6-6. Manage positions
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Position Editor Page

In Figure 6-7, you can see a wireframe for the Position Editor page, which can be used for

editing or adding positions.

Fosition
Position Code ]
Position Type -|
- |
Organization -
Frowm Date |
Thru Date |

Figure 6-7. Edit position
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Reporting Hierarchy Page

This page is used to manage reporting hierarchy among positions. The user can view,
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add, edit, and delete reporting relationships in the system. Figure 6-8 shows a wireframe

for listing reporting relationships. One position can report to multiple positions with

different reporting types.

Positions Reporting

Esm’ch p] Sorthy ¥

Pesition Reporting To Positon Reporting
[T P Type

Code Type Organization Code Type Organization 9P
<position <position | <organization | <position <position | <organization <reporting
code> type> name> code> type> name> type>
<position <position | <organization | <position <position | <organization <reporting
coder type> namer code> typer namer typer
<pasition <position | <organization | <position <position | <organization <reporting
code> typer namer coder typer namer typer
<position <position | <organization | <position <position | <organization <reporting
code> type> name’ code? type> name’ type>

Add

=) =)

Figure 6-8. Manage reporting hierarchy
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Reporting Editor Page

Figure 6-9 shows a wireframe for the Reporting Editor page, which can be used for editing
or adding reporting relationships between two positions. To select a position, the user
first chooses the organization from the first drop-down list and then selects the position
from the second drop-down list. The second drop-down list displays the position codes
concatenated with the position types.

Reparting

Fasition

Organization - Pasition -
Reportivg to position

- Position hd

Reporting type -
From Date m
Thru Date m

Figure 6-9. Edit reporting
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Organization Structure Module Entities

Now that you've seen use-cases and wireframes for the Organization Structure module,
it’s time to see the entities used by the Organization Structure module to store the
Organization Structure’s information. Figure 6-10 shows the entities and the relations
between them.

1 l i n
O Position

rganization J
1 1 1 i
Parent Chid Responsible  Repovter
n n n n n

Contact Organization Reporting
Mechanism Hierarchy Hierarchy

Figure 6-10. Entities for the Organization Structure module

Here is a description for each entity:

Organization: Stores basic information about the organization.

Contact mechanism: Stores contact information for the
organization.

Organization hierarchy: Stores the relationships between the
organizations. The organization can have multiple organizations
under it in the hierarchy.

Position: Stores information about the position.

Reporting hierarchy: Stores the reporting relationships between
positions.
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The relations between these entities can be summarized like this:
e  Organization can have multiple contact mechanisms.

e Organization can be part of a parent organization in the
organization hierarchy, and one organization can have multiple
organizations under it in the organization hierarchy.

e  Position must be in one organization, and Organization can
contain multiple positions.

e  Organization can contain multiple positions with the same
position type but the position code must differ.

e  Position can report to multiple positions (one of them will be the
main or default reporting) with different reporting types.
One position can be responsible for multiple positions with
different reporting types.

Use of the Organization Structure Module by
Other Modules

Other modules don’t need to register to use the Organization Structure module. They
can start directly using the use-cases provided by the Organization Structure module to
manage organization structure. These use-cases are as follows:

e  Getorganization hierarchy

e  Getpositions in organization

e  Getposition reporting relationship
e  Getparent organization

e  Getsuborganizations

e  (Create position

For the use-cases that modify stored data, the Organization Structure module will
request the calling module to identify itself in order to track which module performs the
operation.

Summary

This chapter discussed the Organization Structure module, including organization
hierarchy, positions, and reporting hierarchy, and the use-cases for the Organization
Structure module. Wireframes for the screens were shown, and you saw the entities
and their relations. In the last section, I talked about how other modules could use the
Organization Structure module.
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Authentication Module

People (persons) who use a software system need to be authenticated in order to be
known to the system and to allow the system to track their operations. This means every
software system should support the ability to identify who is the person currently using
it. There are many methods for authentication and identification. The Authentication
module’s main functionality is to enable software systems to authenticate the persons
who use the system to identify them. It does this by associating persons with user
accounts and managing how they will be identified.

After finishing this chapter, you will be able to answer the following questions:

e  Whatis authentication?
e  What information is to be stored for authenticating users?

e  How does the Ul for the Authentication module look?

A person who is stored in the system and managed by the Persons module can
access the system and perform functionalities based on the permissions given to them.
In order for a person to access the system, they need to be represented by a user in the
system. Therefore, every person will have one user account to enable them to log in to the
system and be identified.

Authentication is the process of identifying the user (or person) to the system.
By providing information to the system, the system will know who the user (or person)
is whose information is provided. The information to be provided to the system to
authenticate the user may be, for example, username and password, fingerprint, eye
print, or physical token.

The system should first register the user with this identification information in
order to do the authentication later. Registration can be done using information that
the person knows (such as password, username and password, e-mail and password, or
mobile number and password), physical objects the person has access to (device, ID card,
physical token), or unique attributes of the person (fingerprint, voice, eye, or face).
The registration information may also involve a combination of these things.

Based on the registration methods, the system will allow the person to select the
authentication method and will compare the entered information with the registered
information to authenticate and identify the user.
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In addition to identification, the user may be allowed to use the system only at
specific times. For example, the user may use the system only during working days,
and not on weekends. Therefore, every user could have a login schedule to log in to the
system. Moreover, user access to the system may be blocked by deactivating the user,
which means changing the user’s account status from active to inactive.

Authentication is about identifying the user by the supported authentication
mechanisms and allowing them to access the system based on the login schedule and
user status of active or inactive.

Required Information for Authentication

The Authentication module will need to store the following information:

e  User information: Who the person is that this user represents and
what the status of the user is (active or inactive).

e  Login schedule: When the user can log in to the system.

e Authentication mechanisms: Based on the supported mechanism
by the system, the Authentication module will need to store the
information that will allow authenticating the user—for example,
username and password, fingerprint, eye print, or other method.

Authentication Module Use-Cases

Figure 7-1 shows the use-cases for Authentication module. Actors for these use-cases
are the user who has permission to manage users and a system module, which can be a
business module or infrastructure module that needs to authenticate or create users.
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Authentication Module

Register User

Manage Users

User who

has permission

Figure 7-1.

Check if User Authenticate

Systern Module

Create User

oQﬁO\o

Use-cases for the Authentication module

Here is a description for each use-case:

Register users: This use-case is used to add new users, specify login
schedules, and specify authentication mechanisms for the user.

Manage users: This use-case is used to search, view, add, modify,
and delete users.

Authenticate user: This use-case is used to allow identifying and
authenticating the user based on information provided to log in
to the system and the information stored about the user in the
Authentication module.

Check if user authenticated: This use-case is used to inform its
actor if a certain user is authenticated or not.

Create user: This use-case is used to enable other modules to add
new users, specify login schedules, and specify authentication
mechanisms for the user.
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Authentication Module Wireframes

This section shows high-level wireframe screens for the Authentication module. The UI
flow is shown in Figure 7-2.

Users Hore Page

Login Operations Users

User Editor

User Viewer

M

Login Schedule Authentication Login Schedule Authentication
Wiewer Mechanfsms Viewer Fditor Mechan(sms Editor

Figure 7-2. Ul flow for the Authentication module

From the home page of the Authentication module, the user can navigate to Login
Operations page where they can view and search the login attempts for users. The user
can also navigate to the Users page to manage users (search, view, add, modify, and
delete). The user can manage this information by navigating to the User Editor page,
where they can specify the login schedule by navigating to the Login Schedule Editor
page. To specify the authentication mechanisms, the user can go to the Authentication
Mechanisms Editor page. Also from the Users page the user can view the information
about the user by going to the User Viewer page where they can navigate to the Login
Schedule Viewer page and the Authentication Mechanisms Viewer page.

In the rest of this section, we will see what these pages look like.
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This page is used to manage users. The user can search, view, add, edit, and delete users
in the system. Figure 7-3 shows a wireframe for listing users.

Users
search Sort by ¥
User ID Person Name 1D Nuwaber Status Created By
Module

<user id> | <person namer <person id» Active <module namer
<user id> | <person name> <person idr Active <module name>
<user id> | <person name> <person id> Active <module name>
<user id> | <person name> <person id> Inactive <module name>

I Edit l ! Delete ,

Figure 7-3. Manage users

—
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User Editor Page

In Figure 7-4, you can see the wireframe for the User Editor page, which can be used
for editing or adding users. A user is associated with one person and can be active or
inactive.

User

. A Futh et ation
Bacie fo | Login Sehedule | i
—

User ID [

Associated Person | find

Status @ Active O Inactive

Figure 7-4. Edit user
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Login Schedule Editor Page

In Figure 7-5, you can see a wireframe for the Login Schedule Editor page, which can be
used for specifying a login schedule for the user. The user can be allowed to log in to the
system on specific days, and for each day, the user can have multiple periods for login.

User

- R TR A
Yasie lnfo Login Sehedule ‘Mechandim

User [d <user id>  person name <person name>

Day Time from To

[ saturday | [C] ©
Qs — e
[ monday ® | [C]
[0 ruesdag N C I C)
[ Jeiesi N
[ mursday 1o T 0 &

e e e

Figure 7-5. Edit Login schedule
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Authentication Mechanisms Editor Page

Figure 7-6 shows wireframe for the Authentication Mechanisms Editor page, which can
be used to select authentication methods for the user. A user can be allowed to log in to
the system with multiple methods, including biometric identifications. To use biometric
identifications, the system will need to capture the fingerprint and/or eye print.

The system will allow the user to use these methods to log in to the system from the
login page.

Authentization
e chamiten

Login Schedule

User ld <user id> person narae <person name?

D Username and password D Fingerprint

D Mobile or email and password

Capture Fingerprint

I:l Swart Card

Eye print
[:lDzw'cz |:| g=F
MAC Address
r |
|

Capture Eye print

Figure 7-6. Edit authentication mechanisms
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Figure 7-7 shows an example for the login page. The login page allows the user to
select the login mechanism from the mechanisms supported by the system. When the user
select a method, the system will open the page that supports the login with the selected
mechanism and validate the user based on the assigned login mechanisms for them.

Login

Welcome, please choose the login mechanism
Username & password

Fingerprint

Smart Card Eye print

Figure 7-7. Login page

Login Operations Page

This page is used to view information about attempts to log in to the system. The user can
search and see when the operation is done, by what mechanism, and whether it failed or
succeeded (if failed, the user will be able to see the reason). Figure 7-8 shows a wireframe
for listing login operations.

Login operations
Failure reason
search o Sortby ¥ —
<Failure reason>
User ID | Person ID | Login time Authentication |  Login Logout time

Mechanisn status

cuser idy | <person idy | <date & timer Firgerpring Suceeed | <date & (‘r'w_\g__,—-'.
username & (| . )
password T
Usernanae &
password
cuger idy | <person idy | <date Iz timer Eye print Suceeea | <date Ik timer close

cuser id> | eperson id> | cdate Je time>

cuser id> | <person idr | <date & time> Succeed | <date & time>

Figure 7-8. List of login operations
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Authentication Module Entities

Now that you've seen use-cases and wireframes for the Authentication module, let’s look
at the entities used by the Authentication module to store users’ information. Figure 7-9
shows the entities and relations between them.

i o.1 l i i.n
User
User I Authentication

]

Authentication

Login Schedule

Mechanism

Login History ll

Figure 7-9. Entities for the Authentication module

Here is a description for each entity:
e  User: Stores basic information about the user.

e User Authentication: Stores authentication mechanisms for the
users.

e Login Schedule: Stores the login schedule for the users.

e  Login History: Stores information about how users have logged in
to the system.

The relations between these entities can be summarized as below:
e  User can be associated to one person only.
e  Person may have one or no user.
e  User can have one or more authentication mechanisms.
e  User can have only one login schedule.

e  Multiple login operations can be done based on the user login
schedule.
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Use of the Authentication module by Other
Modules

Other modules don’t need to register to use the Authentication module. They can start
directly using the use-cases provided by the Authentication module to authenticate users.
These use-cases include the following:

e Authenticate users
e  Checkif user authenticated
e C(Create user

For the use-cases that modify stored data, the Authentication module will request the
calling module to identify itself in order to track which module performs the operation.

Summary

This chapter discussed the Authentication module, including user info, login schedule,
and authentication mechanisms. I discussed the use-cases and showed wireframes for
the screens. You were introduced to the entities and their relations, and you saw how
other modules could use the Authentication module.
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Authorization Module

Persons who use a software system must not perform actions unless they are given
permission to perform those actions. In addition, they must not retrieve data unless they
have permission to view that data. This means every software system should be flexible
in managing the permissions for its users. It should be easy for the system administrator
to deny or allow users to perform actions or retrieve data from the system. The
Authorization module’s main functionality is to enable software systems to manage users’
permissions on functionality and data.

After finishing this chapter, you will be able to answer the following questions:

e  What are services, roles, and groups?

e  Whatis authorization?

¢ Why do you need authorization?

¢  How should you store authorization data?

e What does the Ul for the Authorization module look like?

Let’s cover a few definitions before we get started. A service in the context of this
book is a functionality the user can perform in the system. This may include adding,
deleting, updating, viewing, and searching for data in the system, or filling and sending
e-application forms.

A service can be mapped to Ul elements. For example, if we have a service called
Add Employee it would be mapped to the Add button in the UI. A service called View
Employee Salary would be mapped to the data section on the UI that represents the
employee salary.

A roleis a behavior that can be acted by an entity and is used to enable some entities
to behave in the system in a certain way. A role can be played by position, organization,
user, or group.

Let’s say we have some departments in the organization that acts as committees of a
certain type (for example, a stocktaking committee). Or maybe we have some employees
in a department who act as approvers for a certain applications type, or perhaps the users
of the system can be categorized as visitors and employees.
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This act called the role is a behavior that an entity can be assigned to play. The role
can have specific permissions or can perform predefined tasks in the system.

A group is a combination of entities of different types and is used to make it easier
to manage permission in the system by combining entities and then using that group to
define permissions. A group’s members can also perform predefined tasks in the system.

Authorization is giving permission to users of the system to perform functionalities
in the system and to view or retrieve data from the system.

There are two types of authorization:

e Authorization to perform a functionality: Enables users to perform
a set of functionalities in the system (based on the permissions
given to them)

e Authorization to access data: Enables users to view a set of data
(based on the permission given to them) and perform a set of
functionality that they are authorized to perform

This chapter focuses on authorization for functionality. Permission for a
functionality can be one of the following values:

o Allow
e Deny
e None

By default, users are denied all functionalities in the system. They can access
functionality and data only if they are given allow permission for it.

Importance of Authorization

Users play different roles in the system. Not all functionality can be done by all users.
Multiple factors affect what functionalities the user is allowed to perform in the system:

e Theroles played by the user

e  The position the user is hired into

e The type of the user’s position

e  The organization the user works in
e  The groups the user is a member of

Based on those factors, the organization may give permission to the user to perform
functionalities in the system.

The goal of authorization is to allow managing the service (functionalities) in the
system and to provide access to these services to users who should be able to perform
these functionalities and to deny access to the services for users who should not be able
to perform these functionalities.
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Authorization Module Use-Cases

Figure 8-1 shows use-cases for Authorization module. Actors for these use-cases are the
user who has permission to manage users and a system module, which can be a business
module or infrastructure module that needs to check authorization for a user.

Authorization Module

Manage Groups

{Manage Services)

User who Manage Permissions
has permission

Systern Module

Get Group Mewmbers

Get Role Members

Figure 8-1. Use-cases for the Authorization module
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94

Here is a description for each use-case:

Manage groups: This use-case is used to search, view, add,
modify, and delete groups and their members.

Manage roles: This use-case is used to search, view, add, modify,
and delete roles and their players (members).

Manage services: This use-case is used to search, view, and modify
services provided by registered modules.

Manage permissions: This use-case is used to search, view, add,
modify, and delete permission for entities of different types
(position type, position, organization, group, role, and user) on
services provided by registered modules.

Register module: This use-case is used to enable other modules
that have services (functionalities) to be managed to be able

to register their information. After registration, the services
(functionalities) for those modules will be manageable from the
Authorization module. The Authorization module will manage
permission on these services.

Is user authorized: This use-case is used to inform its actor if a
user is authorized on a certain service or not.

Computation of the final permission on a service for a user
will depend on the memberships for this user. If any entity a
user is member of has a deny permission, the final permission
will be deny.

For example, if a user is an employee and works in position X
and this X position has allow permission on a service, but the
user is member of group Y that has deny permission on the
same service, then the user will be denied on the service.

Get user authorized services: This use-case is used to return
services for which a certain user has allow permissions.

Get user groups: This use-case is used to return groups having a
certain user member in them.

Get user roles: This use-case is used to return roles played by a
certain user.

Get role members: This use-case is used to return members of a
certain role.

Get group members: This use-case is used to return members of a
certain group.
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Authorization Module Wireframes

This section shows high-level wireframe screens for the Authorization module. The UI
flow is shown in Figure 8-2.

Figure 8-2. UI flow for the Authorization module

From the home page of the Authorization module, the user can navigate to the
Registered Modules page to view and search the registered modules. The user can
navigate to the Services page to manage the services of a selected module and can see
service details by going to the Service Viewer page. To edit the service, the user can go
to the Service Editor page, and to manage permission on a service they can navigate
to the Service Permissions page where they can allow/deny entities on the services.
The user can also navigate to the Services page directly from the Authorization module
home page.

To manage groups, the user will navigate from the home page to the Groups page.
To view group information, the user can go to the Group Viewer page. Modifying the
group can be done by navigating to the Group Editor page.

To manage roles, the user goes from the home page to the Roles page, and to view
role information they can go to the Role Viewer page. Modifying the role can be done by
navigating to the Role Editor page.

The rest of this section discusses what these pages look like.

Registered Modules Page

When other modules are registered (plugged) into the Authorization module, they will
appear in the Registered Modules page. From this page, the user will be able to manage
the services provided by these modules. Figure 8-3 shows a wireframe for listing the
registered modules.
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Registered modules

search 0 | Sorthy ¥
Module Name Registration Date Services Count
<Module 1 Name> <dater 5

<Module 2 Name> <date> 10

Module 3 Name> <dater =

Manage Services

Figure 8-3. Registered modules to be managed by the Authorization module

Services Page

This page is used to manage services for a registered module. Users can search, view, add,
edit, and delete services in the system. Figure 8-4 shows a wireframe for listing services.

Services

<Module namer

[search 0 Sort by ¥

Service Name

<service nawe 1>

<service name 2>

<sgrvice name 3>

Add [ Edit l ( Delete '

Figure 8-4. Manage services
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Service Editor Page

In Figure 8-5, you can see a wireframe for the Service Editor page, which can be used for
editing or adding a service. The Service Editor page contains two tabs: Basic Info and
Permissions.

Service

Batiz Info Permissons

Service Nawe

English | ]

Arabic ]

Deseription

English ’

Arabic ’

Save

Figure 8-5. Edit service: basic info

The Basic Info tab will depend on the Localization module to support entering the
name and description of the service in the supported languages.
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Service Permissions Page

The Service Permissions page is the second tab in the Service Editor page. This page is
used to manage permissions on the service. Users can search, view, add, edit, and delete
permissions. Figure 8-6 shows a wireframe for listing services.

Service

Batic info | Fermiisions

Entities permissions given on service <service namer

) sorcby v

Type Narag pErmission From Thru

date date
Organization | <organization namer Allow <dater <dater
User <user id and person namer Allow <dater <date>
Position <position name> Deny <date> <date>
Group <group name> Deny <date> <date>
Fole <role name> Aldlow <date <dater

Aclel Edit f Delete I

Figure 8-6. Edit Service: Manage permissions

The Permission Editor page shown in Figure 8-7 is used to add or edit permission
on the selected service. The user can choose the entity type (which can be any of the
following: Organization, Position Type, Position, Role, User, or Group) and then find the
entity they want to give it permission. Permission can be Allow, Deny, or None.

In addition, a period for this permission should be specified.
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FPermission

Permission on SErvice <Service namer

Entity Type

Entity name |

permission @ Allow O Deny O Nene

From Date [ | ¢

Thru Date ﬁ

' Save +

Figure 8-7. Edit permission
Groups Page

This page is used to manage groups. Users can search, view, add, edit, and delete groups
in the system. Figure 8-8 shows a wireframe for listing groups.
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Groups

Bzar{:h jo! | Sortby ¥

Group Name

Lroup namer

<aroup namer

<group namer

<aroup namey

Lgroup names

LGroup namer

<group namer

Add [ Edit ' l Delete ’

Figure 8-8. Manage groups

Group Editor Page

Figures 8-9 and 8-10 show wireframes for the Group Editor page, which can be used for
editing or adding groups. This page has two tabs: Basic Info and Members.

Group Details

Basic o | Members

Group Mawe

English
Arabre

Deseription

English [ - ‘
Arabie ’ ‘

|| Save
.

Figure 8-9. Edit group: basic info
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Group Details

|3asr’crnfo| Members |

Members of group <group namer

[Tseareh 2 Sortby W
Type Name
Fosition <position namer
Organization <organization navagr
Role <role name?
User “user id and Person name?
Position type <position type name>

Figure 8-10. Edit group: Members

In the Members tab, it’s possible to add members to the group from different entity types.
A wireframe for the page to find a member to be added to the group is shown in Figure 8-11.

Add Member

Find member to add to <group name or role name>

Entity Type I v [

Entity name

Add ( Cancel ’

Figure 8-11. Find entity to add to a group
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Entity type can be selected and then searching is enabled for the entity of that type
to be added as a member. Types of entities that can be added are User, Role, Position,
Position Type, and Organization.

Roles Page

This page is used to manage roles. Users can search, view, add, edit, and delete roles in
the system. Figure 8-12 shows a wireframe for listing roles.

Roles

search jeol | Sorthy ¥

Role Name

<role namer

<role namer

<role name>

<role name>

<role namer

<role namer

<role name>

Add I Edit I [ Delete l

Figure 8-12. Manage roles

Role Editor Page

In Figures 8-13 and 8-14, you can see wireframes for the Role Editor page, which can be
used for editing or adding roles. This page has two tabs: Basic Info and Members, for
members (players) of the role.
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Role Details

Basic nfo | mMembers |

Role Name

English |
Arabic |

Deseription

- |
S

Figure 8-13. Edit role: basic info

Role Details

|3as;:rnfo| Members |'

Members of role <role name>

[ﬂrcﬁ Je] Sortby ¥
Type Name
Crganizati ‘ganization nare>
User <user id and person name?
Position <position namer
Group LGroup narer

Figure 8-14. Edit role: members
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In the Members tab, it’s possible to add members to the role from different entity
types. A wireframe for the page to find a member will be similar to the one shown with a
group member.

Entity Type can be selected and then searching is enabled for the entity of that type
to be added as a member. Types of entities that can be added are User, Position, Position
Type, Group, and Organization.

Authorization Module Entities

Now that you've seen use-cases and wireframes for the Authorization module, let’s look at the
entities used by the Authorization module to store the information needed to manage services
and permissions. Figures 8-15 through 8-17 show the entities and relations between them.

Figure 8-15 shows the entities used to store services and permissions on the services.
The permission on service can be given to Organization, Position Type, Position, Role,
User, or Group.

Registered Module

Position Type

R ——

Position

Service Service Perm/ss{on

o1
\"'— User

Group

Figure 8-15. Entities for the Authorization module: services and permission
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Figure 8-16 shows the entities used to store members of groups. The group member
can be Organization, Position Type, Position, Role, or User.

-

Organization

Position Type

Group

Position

Role

Figure 8-16. Entities for the Authorization module: group members

User

7
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Figure 8-17 shows the entities used to store members of roles. The role member can
be Organization, Position Type, Position, Group, or User.

n
r Organization
n
Position T
'S gpe
-
n
M " r_
Position
n
Role ”
n
n n
Group
n
User
J

Figure 8-17. Entities for the Authorization module: role members

Here are descriptions of the entities appearing in Figures 8-15 through 8-17:

e  Registered Module: Stores data about the modules that registered
themselves to be managed by the Authorization module.

e Group: Stores basic information about the groups and its members.
e Role: Stores basic information about the role and its member (players).
e  Service: Stores basic information about the services.

e Service Permission: Stores permissions given to entities on the services.
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The relations between these entities can be summarized as follows:
e Registered Module can provide multiple services.
e  Service can have multiple permissions given on them.

¢  Organization, Position Type, Position, Role, User, and Group can
have permission on multiple services.

e Group can have multiple members of types: Organization,
Position Type, Position, Role, and User.

e  Organization, Position Type, Position, Role, and User can be a
member of multiple groups.

¢ Role can have multiple members (players) of types Organization,
Position Type, Position, Group, and User.

° Organization, Position Type, Position, Group, and User can be a
member of (players with assigned) multiple roles.

Use of the Authorization Module by Other
Modules

The Authorization module accepts other modules to be plugged into it so that the
services for other modules can be managed by the Authorization module.

Modules can be plugged into the Authorization module using the register module
use-case. In order to be registered, they should implement the register module interface.
The interface will need the module (to be registered) to be able to answer the following
questions, and the answer will be used to fill the entities as described:

e Who areyou? The answer to this question will be saved in the
Registered Module entity.

e What services do you provide? Answer will be saved in Service entity.
e What groups do you use? Answer will be saved in the Group entity.
e Whatroles do you use? Answer will be saved in the Role entity.

After a module is plugged into the Authorization module, it will be able to use the
Is user authorized use-case, the Get user authorized services use-case, and the other
use-cases provided by the Authorization module to the registered module.

Summary

This chapter discussed the Authorization module, including what authorization is

and why it’s required. I discussed the use-cases for Authorization module and showed
wireframes for the screens. You were introduced to the entities and their relations. In the
last section, you saw how other modules could use the Authorization module.
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Communication
Rules Module

Persons who use a software system need to communicate, which means every software
system should be flexible in defining and managing the communication among its
users. The system administrator should be able to define the rules for communication.
The Communication Rules module’s main functionality is to enable software systems to
manage the definition of rules that control how users communicate together and evaluate
these rules to ensure that every person can communicate with persons without violating
the communication rules.

After finishing this chapter, you will be able to answer the following questions:

e  What are communication rules?

¢ Why do you need communication rules?

¢  How should you store communication rules’ data?

e  What does the Ul for the Communication rules module look like?

A communication rule defines who can communicate with whom inside the system.
Communication is the process of sending messages or asking for something from a
sender (source) to a receiver (destination). By defining communication rules in the
system, we can control who can communicate with whom.

The Communication Rule has a source and a destination, plus communication
options.

e  Source: This is the first part in communication. It represents the
sender of the communication message. A source can be Level,
Organization, Position, Position Type, Role, Person, or Group. For
Level, Organization, and Group it’s possible to select items from
inside these entities. For example, if the source is a group, you can
specify whether the source is all the members of the group or a
subset of the members.
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e  Destination: This is the second part of communication.
It represents the receiver of the communication message.
Destination can be Level, Organization, Position, Position Type,
Role, Person, or Group. For Level, Organization, and Group it’s
possible to select items from inside these entities.

e  Options: There are two options for each communication rule.
The first option is communication type, which can be allow
or deny. Allow means the source can communication with the
destination, and deny means the source cannot communicate
with the destination. The second option is communication
direction, which can be one way or two way. One way means that
communication rule applies from source to destination, and two
way means the rule is applied in both direction. For example,
if Communication Rule has the options allow and one way;, it
means the source is allowed to communicate with the destination
but the destination cannot communicate with the source. If the
options are allow and two way, it means the source is allowed to
communicate with the destination and the destination is allowed
to communicate with the source.

After communication rules are defined, when communication operation is
requested in the system the system will send the person who wants to communicate
to the Communication Rules module. Then the Communication Rules module will
evaluate the communication rules and return a list with persons that are allowed as the
communication destination.

Importance of Communication Rules

We need communication rules to control who can communicate with whom. For
example, sending a message to another person. If you are allowed to communicate
with that person, you will be able to send the message to them directly. In addition,
communication is useful in assigning tasks to another person. If you are allowed to
communicate with a person, you will be able to create and assign tasks for them. The
communication rules are declared based on the organization policy. If the organization
wants to control the communication or to make it open, that can be done from the
Communication Rules module.

Communication Rules Module Use-Cases

Figure 9-1 shows use-cases for Communication Rules module. Actors for these use-
cases are the user who has permission to manage the rules and the system module,
which can be a business module or infrastructure module that needs to get the allowed
communication list for a user.
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Tasks Module

anage Coravounication Rules

User who
has permission

Get Allowed Compaunications

System Module

Figure 9-1. Use-cases for the Communication Rules module

Here is a description for each use-case:

e  Manage communication rules: This use-case is used to enable the
user to search, view, add, modify, and test communication rules.

e Get allowed communications: This use-case is used to enable
the other modules to receive a list of allowed communication
destinations for a specific person.

Communication Rules Module Wireframes

This section shows high-level wireframe screens for the Communication Rules module.
The UI flow is shown in Figure 9-2.
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Communication Rules

Howe Page

L) A

Communication

o Test Communieation
Rules

Rule Rule Editor Communication Trace

Rule Destination

Rule Source Editor Editor

Figure 9-2. UI flow for the Communication Rules module

From the home page, a user can manage the communication rules by navigating to
the Communication Rules page. On this page, the user can search, add, view, edit, and
delete communication rules. To view the rule, the user will navigate to the Rule page, and
to edit or create a rule, they will navigate to the Rule Editor page. From there, the user will
be able to edit the source and destination of the rule by navigating to pages called Rule
Source Editor and Rule Destination Editor. To test a communication, the user can go from
the home page to the Test Communication page, and they can trace the communication
result by navigating to the Communication Trace page.

Communication Rules Page

The Communication Rules page displays all defined communication rules. The user can
search, add, edit, or delete rules.
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Figure 9-3 shows a wireframe screen for listing communication rules.

Communication Rules

Eearch jol | Sortby W

Rule Name Source Destination Operation

crule name> clist of sources> elist of destinations> Allow -one way

<yule name> <list of sources> <list of destinations> Allow-two way

crule namer <list of spurces> <list of destinations> Deny -one way

crule namer <list of sources> <list of destinations> Allow -one way

<vule namer <list of sources> <list of destinations> Allow-one way

<rule name> <list of sources> <list of destinations> Deny -two way

<rule namer clist of sources» <list of destinations> Allow -one way

Figure 9-3. List communication rules

Communication Rule Editor Page

In Figure 9-4, you can see the wireframe for the Communication Rule page in edit mode,
which can be used for editing or adding a rule. A rule has a name and items, and each
communication item consists of a source, operation (communication and direction), and
destination.
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Communication Rule

Rule Name

English

Arabic

Sources and Destinations

Oparation

Source — — Desti
Compaunication Direction

Select Select
@ Allow @ One way

<orgamization 1 (All) <level 1¥ (Ally
O Deny O Twg way

o @ Allow @ oneway |
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-
X

—
X
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~
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Figure 9-4. Edit communication rules

The Communication Rules page depends on the Localization module to support
entering a rule’s name in the supported languages.

Rule Source Page

From the Communication Rule Editor page, the user can Click the Select link in the
Source column for a rule’s item. The system then opens the Source page. Figure 9-5
shows a wireframe for the Source page in edit mode. The user can select the source type,
which can be Level, Organization, Position Type, Position, Role, Group, or Person, and
then select the name for the selected type. If the selected entity name contains inner
members, the system displays a list of this members and allows the user to select all or
select specific items from the list. It’s also possible to filter the inner members by type. In
Figure 9-5, you see an exsample of selecting type Level. The Level type refers to the levels
of the organization structure. Therefore, in this case, the source name will contain Level 1,
Level 2, and so on, based on the number of levels in the organization structure. The level’s
inner members will be the organizations in this level, the position types and positions in
this level, and the persons working in the positions in this level.
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Rule Source

Source for Rule <rule

namer

Seleet itews

Source Type | Level A d

Source name | <level namer b 4

D Select All View all w
e
D <organization name?
]:l <organization name>
|:| <position>
D <position -
D <position type>
|:| <position type>
v

Figure 9-5. Edit rule source

Rule Destination Page

From the Communication Rule editor page, the user can click the Select link in the
Destination column for a rule’s item, and the system will opens the Destination page.

Figure 9-6 shows a wireframe for the Destination page in edit mode, which is similar to

the Source page described in the previous section.

115



CHAPTER 9 ©' COMMUNICATION RULES MODULE

Rule Destination

Destination for Rule <rule name>

Source Type [ Organization hd
Source hame [ <organization namer T.
— S —
Select items D Select All View all w

rs

D <position>
D <Position>
] <position type>
D <position type> -

D <roler

D CPErSon name?>

Save

Figure 9-6. Edit rule destination

In Figure 9-6, you can see an example of selecting type Organization. In this case, the
destination name will contain the names of the organizations defined in the system. The
organization inner members will be the position types and positions in this organization,
the persons working in this organization, and the roles of position types and positions in
this organization.

Test Communication Page

Figure 9-7 shows a wireframe for the Test Communication page. Here, a user can enter
the name of a person or position, and then the system will display list of positions

(and the persons work in these positions) that can communicate with them. The
communication can be allowed or denied. To see why the communication is allowed or
denied, the user can click the Trace link to open the Communication Trace page.
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Test Compmaunication

Person or position navae

Communication result

Position person name Operation

<position narmer <PEFSOR namer Allow Trace
<position narme> SPEFSEr namer Deny

<position naraey LPEFSOR namey Allow

<position namer <PEFSOR namer Deny

<position narae> LPEFSOr namey Allow

Figure 9-7. Test communication

Communication Trace Page

This page is used to display the rules that are applied to get the communication result
(allow or deny). Figure 9-8 shows a wireframe for the Communication Trace page.

Coramunication Trace

Source <Popsition namer - <person namer

Destination <Position namey - <person name>

Applied rules

Rule Result

Allow

Deny

Allow

Deny
Allow

Figure 9-8. Trace communication
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Communication Rules Module Entities

Now that you've seen use-cases and wireframes for the Communication Rules module,
it’s time to consider the entities used by the Communication Rules module to store the
information needed to manage communication. Figure 9-9 shows the entities and the
relations between them.

Rule

Position Type

i.n I.n

Source Position Destinati

1 i
n S Role h

&

Figure 9-9. Entities for the Communication Rules module
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Here is a description for each entity:

Rule: Stores the Name of the rule.

Rule Item: Stores the main data of the rule’s item (Name,
Communication Type, Communication Direction, Source,
Destination).

Source: Stores the source data for the Communication Rule’s item.

Destination: Stores the destination data for the Communication
Rule’s itemn.

The relations between these entities can be summarized as follows:

Rule must have at least one Rule Item.
Rule Item must have at least one Source and one Destination.
Rule Item can have multiple Sources and multiple Destinations.

Source or Destination can be any of the following: Level,
Organization, Position Type, Position, Role, Person, or Group.

If the Source or Destination is an entity that contains items (such
as Level, Organization, Organization, or Group), then the Source

or the Destination may have sub-sources and sub-destinations in
order to fine-tune the Communication Rule.

Use of the Communication Rules Module by
Other Modules

No modules need to register to use the Communication Rules module. Other modules
can directly use the get allowed communication use-case.

Summary

This chapter discussed the Communication Rules module, including what communication
rules are and why you need them. Use-cases and wireframes for the screens were shown,
and you saw the entities used to store the communication rules and their relations.
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Tasks Module

To complete an operation or a process in a software system, tasks need to be assigned

and performed. Some tasks are assigned to users or the system, and some tasks can be
performed automatically by the system. Persons who have tasks assigned to them need

to be able to manage these tasks. This means every software system should provide a

mechanism to handle tasks. The Tasks module’s main functionality is to enable software
systems to manage tasks assigned to persons, allowing the persons to perform, delegate,
and track the tasks.

After finishing this chapter, you will be able to answer the following questions:

A task is something to be done. This thing to be done can be done by persons

What are tasks and types of tasks are there?
What is the relation between communication rules and tasks?
How should you store tasks data?

What does the Ul for the Tasks module look like?

(users of the system) either manually outside the system or inside the system by using the
functionality supported in the system based on the nature of the task.
A task that can be performed manually will have a description, but a task that can be

performed inside the system will have a form and action buttons to be performed.

The following are possible types of tasks:

Normal: A manual task that has only description about it.

Payment: A task that displays an invoice and can be performed
by paying money. Payment can be done by different methods
(see Chapter 14).

Inspection: A task that displays an inspection form to be filled by
person.

Review: A task that displays something and asks the user to enter
comments on it.

Decision: A task that displays something and asks the user to
approve or reject it.

Custom: A task that display a custom form and can perform
custom actions.

© Mohamed Farouk 2017
M. Farouk, Infrastructure Software Modules for Enterprises,
DOI 10.1007/978-1-4842-3021-3_10

121



http://dx.doi.org/10.1007/978-1-4842-3021-3_14

CHAPTER 10 I TASKS MODULE

Normal tasks can be assembled as a project. Other task types in most cases will be
part of the workflow (business process—see Chapter 11).

Communication rules control how tasks can be assigned or delegated. A task can be
created by a person and assigned to the same person or another person. Every person
who creates a task can assign it to a person with whom they can communicate, based on
the communication rules defined in the Communication Rules module.

If a task is assigned to a person, they can delegate it to another person. To
delegate, the user selects a person with whom they can communicate (based on the
communication rules).

Tasks Module Use-Cases

Figure 10-1 shows use-cases for the Tasks module. Actors for these use-cases are any user
to manage his own tasks, a user who has permission to manage all tasks, and a system
module, which is either a business module or infrastructure module that registers the tasks.

Tasks Module

Register Task Tupe

‘-/ System Module

Figure 10-1. Use-cases for the Tasks module

User who
has permission

;

Here is a description for each use-case:

e Manage my tasks: This use-case is used to enable the user to
search, view, add, modify, perform, delegate, and delete tasks
assigned to them or created by them.

e Manage tasks: This use-case is used to enable the user to search,
view, modify, reassign, and delete any task.
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e Register task type: This use-case is used to enable other modules
to add new a task type and to register the Task Editor page and the
Task Performer page that will be used with the new type.

e Assign Task: This use-case is used to enable other modules to
assign tasks to be performed by users in the system.

e Get Tasks Status: This use-case is used to inform its actor about
the status of a certain task.

Tasks Module Wireframes

This section shows high-level wireframe screens for the Tasks module. The UI flow is
shown in Figure 10-2.

Tasks Home Page

Tasks Admin r—’ Tasks o ~\

—

L————b Task Viewer »

Task Editor Task Perforraer

Figure 10-2. Ul flow for the Tasks module

From the home page of the Tasks module, the user can navigate to the Tasks page
where they can view tasks assigned to or created by them and search and manage the
tasks. The user can navigate to the Tasks Editor page to create or modify a task, and to view
a task the user can select a task and navigate to the Task Viewer page. The Task Viewer
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page enables the user to see the task information, history, and performing data. From the
Viewer page, the user can also go to the Editor page to edit the task. To perform the task,
the user needs to navigate to the Task Performer page where they can complete the task.
For administration purposes, the admin user can navigate to the Task Admin page.
The Task Admin page views all tasks created or assigned to any user. From this page, the
admin user can view, modify, delete, or reassign tasks.
In the rest of this section, we will see what these pages look like.

Tasks Page

When a user creates a task or a task is assigned to them, these tasks will appear in
the Tasks page. From this page, the user will be able to manage the tasks. The page
will display the tasks assigned to the current user in the Tasks tab. Tasks delegated
(reassigned) by the user to other users will be displayed in the Delegated tab.

The user can create tasks or edit tasks they created. In addition, the user can delete
tasks they created. For tasks assigned to them, they can perform the task or delegate it to
another user.

A task can be assigned or delegated to different types of entities (Person, Position,
Position Type, Group, Organization, or Role). When a task is assigned to an entity that
represents multiple persons (Group, Organization, Role, or Position Type), the task will
be put in a queue. This queue will be displayed to the users who represent this entity, and
a user can pick the task from the queue and perform it.

Figure 10-3 shows a wireframe for listing tasks.

Tasks

Tusks I Delegated ]

Tasks in Queue <count> Pick task
search 2 Sertby ¥
Task Priority Created Date | Received Date Status Completed Date
<task title> <task priovity> | <date> <date> In progress
<task title> <task priority> | <date> <date> In progress
<task title> <task priority> | <date> <date> Completed | <date>
<task title> <task priority> | <date> <date> In progress

Figure 10-3. Manage tasks
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There are two tabs in the tasks page. The Tasks tab is for the tasks assigned to the
user, and the Delegated tab displays the tasks delegated by the user to other users.

As shown in Figure 10-4, the page displays the delegated tasks and to whom they are
assigned and their status. From this page, the user can cancel the delegation of a task
(if it’s not completed yet), and it will appear in the Tasks tab.

Tasks

Tasies ] Delesated

search 2 Sortby ¥

Task Priority Created Received | Assigned To Status Corapleted
Date Date Date

<task title> | <task priority> | <date> cdate> | <person mame> In progress

<task title | <task prierity> | <dater <dater | <person namer In pregress

<task titler | <task priovity> | <date> <dater CPEFSDA nAMEY Cowpleted | <dater

<task titler | <task priority> | <date> <dater SPEFEOA namEY In progress

Cancel Delegation

Figure 10-4. Manage delegated tasks
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Task Editor Page

In Figure 10-5, you can see the wireframe for the Task Editor page, which can be used
for editing or adding task. Each task has a type, and the Task module uses Normal type.
However, other modules can register other types of tasks. The Normal task type has a
Description field. Other task types will register their UI element to be used instead of the
description.

Task

Task Type MNorwal W Priority W [ Status -v'
Parent Task R Start r ﬁ I @
tai
®m e
Task Title ﬁ
English

Arabic

Task Deseription

English l )

Arabie l

Figure 10-5. Edit task

A task can be a subtask of another task, so there is an option to select a parent task.
The Task Editor page depends on the Localization module to support entering task
names and descriptions in the supported languages.
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Task Delegation Page

By default, a created task is assigned to its creator. A user can assign a task to another
user by selecting a task and clicking the Delegate button (on the Tasks page—refer to
Figure 10-3).

Figure 10-6 shows the Delegation page. Here, the user can assign a task to an entity
(the entity could be Position, Position Type, Group, Organization, Role, or Person) by
clicking the Find link, which will open a page to allow the user to search for the entity to
assign a task for it.

Delegate Task

Assign to

Comment

Figure 10-6. Delegate task

The user can enter a comment, and the task will be assigned. As mentioned, if a
task is assigned to an entity that represents multiple persons (Position Type, Group,
Organization, or Role), the task will be placed in the Task Queue, where it can be picked
by any user who belongs to the entity.
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Task Queue Page

The Task Queue page can be opened from the Tasks page when the user clicks the Pick
Task link. The Task Queue displays the tasks assigned to entities that the user belongs to
(Position Type, Role, Organization, or Group). Figure 10-7 shows the Task Queue page
where the user can search for and pick tasks. Picked tasks will be assigned to the user
and removed from the queue. They will appear in the Tasks page and be shown as tasks
assigned to the user.

Task Queue
Eamh ol | Sort by W
Task Assign Date
L | organization <organization name>
[ | User <user id and person name>
[] | Position <position name>
[ | Group Lgroup namer
C

Figure 10-7. Pick task
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Task Performer Page

This page will differ based on the task type. For the Normal tasks supported by the Tasks
module, it will be like the wireframe shown in Figure 10-8. For other task types, the
system will show the Ul element associated with the task type, which was registered by
the module that owns the task type.

Perform Task

progress [ B %

Compaent

Figure 10-8. Perform task

Tasks Admin Page

The system administrator or the user who has permission to be the tasks admin can use
this page to search for tasks assigned to any user or created by any user and manage
them. The admin can view, edit, perform, reassign, or delete tasks.
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Figure 10-9 shows a wireframe for listing tasks.

Tasks Administration

[search pel Sortby ¥
Task Priority Created | Created By Assigned to Received | Status Completed
Date date Date
<task title> | <task priovity> | <date> | <persom name> | <person namer | <date> In progress
<tack titler | <task priovity> | <dater | <person namer | <person namer <date> In progress

<task titler | <task priovity> | <dater | <persom namer | <person namer <dater Corapleted | <date>

<task title> | <task priority> | <date> | <person name> | <person name> | <dater In progress

( Edit I ! Reassign l ( Perform ’ ( Delete '

Figure 10-9. Manage tasks: admin

Tasks Module Entities

Now that you've seen the use-cases and the wireframes for the Tasks module, it’s time
to see the entities it uses to store the information needed to manage tasks. Figure 10-10
shows the entities and relations between them.

n
Jo—
1 i
Task Task ASsignment Task Performing
1 n
n
b A
Registered Type

Figure 10-10. Entities for the Tasks module
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Here is a description for each entity:

e Registered Type: Stores information about the type and the UI
elements that will be used to edit the task data and perform the
task.

e Task: Stores the type and data for the task.

e Task Assignment: Stores the task assignment to an entity (Person,
Group, Organization, Position, Position Type, or Role).

e Task Performing: Stores the main performing data for tasks. If the
type of the task is other than Normal, more entities will be used to
store the performing data based on the type and the module that
uses this type.

The relations between these entities can be summarized as follows:
e  Task can have multiple subtasks.

e Task may have one parent or it may be without a parent if it’s not
a subtask.

e  Task can have multiple assignments (can be reassigned many
times, but it has only one active assignment).

e  Task Assignment can reference another Task Assignment (to know
whom to delegate the assignment to).

e  Task Assignment can be performed gradually (progress can be
updated multiple times).

Use of the Tasks Module by Other Modules

The Tasks module accepts other modules to be plugged into it in order to enable new task
types to be used.

Modules can be plugged into the Tasks module using the register task type
use-case. In order to be registered, they should implement the Register Task Type
interface. The interface will need the module (to be registered) to be able to answer the
following questions, and the answer will be used to fill the entities as described:

e What type do you want to register? The answer to this question
will be saved in the Registered Types entity.

o What is the Ul element to edit the task? The answer will be saved
in the Registered Types entity.

e What is the Ul element to perform the task? The answer will be
saved in the Registered Types entity.
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After a task type is plugged into the Tasks module, the module that requested the
registration can use the assign task use-case to assign tasks of the new type to users and
the get task status use-case to inquire about the task’s status.

Summary

This chapter discussed the Tasks module, including what tasks are, their types, and the
relationship between communication rules and tasks. I discussed use-cases for the Tasks
module and showed wireframes for the screens. You were introduced to the entities and
their relations, and in the last section, you saw how other modules could use the Tasks
module.
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Workflow Module

Every organization has a set of defined business activities, or processes. Examples might

include requests to be reviewed and either approved or rejected. Other examples would

include complex processes to be completed by going through steps where, in every

step, one or more tasks need to be performed either by a person or by the system. We

call such a process and its steps a workflow. The software system should be flexible in

defining workflows, their steps, and who performs them. The Workflow module’s main

functionality is to enable software systems to manage workflow definitions and instances.
After finishing this chapter, you will be able to answer the following questions:

e  What are workflows and how do they relate to tasks?

e  What are common types of tasks used with workflows?

e  What are workflow instances?

¢  How should you store workflow definitions and instances?
e  How does the UI for the Workflow module look?

A workflow is a sequence of industrial, administrative, or other processes through
which a piece of work passes from initiation to completion. The path from initiation to
completion is a set of steps, and every step corresponds to a task. This task may be human
task that needs to be performed by a user or a system task that can be performed by the
system.

A workflow definition defines the steps that the workflow will go through and the
conditions to go from step to another. In addition, the workflow definition defines the
data that is required for the workflow. When a workflow is initiated, it’s called an instance.
Each instance will have its own data and go through its own route.

As mentioned, tasks can be categorized into user tasks and system tasks. User tasks
are tasks assigned to a user to be performed. Here are some examples of user tasks:

e Review task: A user reviews some data and enters notes on it.

e Decision task: A user makes a decision to approve or reject the
workflow instance.

e Inspection task: A user fills out an inspection form related to the
workflow instance.
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e Payment task: A user pays or collects fees for the workflow
instance.

e  Sign task: A user digitally or electronically signs an application
related to the workflow instance.

e Custom task: A user performs a custom action defined by the
module that owns the workflow.

System tasks are tasks assigned to the system and performed by the system. Here are
some examples of system tasks:

e Notification task: The system sends a notification to users or
systems related to the workflow instance.

e Integration task: The system calls an API from another system to
provide it with data related to the workflow instance.

e Action task: The system performs an internal action (calling an
API in the system to do something).

e  Waiting task: The system waits for a period or until some
dependent task is completed.

e  Transition task: The system evaluates a condition and then routes
the workflow to a certain step based on the condition.

e  Escalation task: The system reassigns a task to a certain user if no
progress is made on the task for a certain period of time.

User tasks can have the following attributes, which can be configured in the task
definition for the workflow. A user task

e (Can send notification.

e (Can ask for consultation.

e (Canreturn to the previous task.

e Canrequest attachments or data modification from the initiator.
e (Canreassign the task.

e (Can create subtasks.

e (Canbe assigned to multiple users.

Workflow Module Use-Cases

Figure 11-1 shows use-cases for the Workflow module. Actors for these use-cases are the
user who has permission to manage workflow definitions and the system module, which
can be a business module or infrastructure module that needs to register its workflow
definitions.
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Workflows Module

User who

has perraission

anage Workflows Definitions

Manage Workflows Instances

Manage Workflows Instances

Any User

Manage My Worfklows Tasks

egister Workflow Definition

Update Workflow Definition

Systera Module

Get Workflow stance Status

Figure 11-1. Use-cases for the Workflow module

The workflow module is responsible for providing the mechanism to define the
workflows and to operate the workflow’s instances.
Here is a description for each use-case:

Manage workflow definition: This use-case enables the user
to search, view, add, modify, delete, publish, and unpublish
workflow definitions.

Manage my workflow instances: This use-case enables the user to
search, initiate, view, and cancel workflow instances they created.

Manage workflow instances: This use-case enables the user to
search, view, reassign, and terminate workflow instances.

Register module: This use-case enables another module to register
itself and the definitions of workflow it uses to be managed by the
Workflow module. Task types used by these workflow definitions
will be registered in the Tasks module.

Register workflow definition: This use-case enables its actor to
register a new workflow definition to be managed by the Workflow
module.
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e Update workflow definition: This use-case enables its actor to
update a workflow definition by adding a new version of it.

e Getworkflow instance status: This use-case informs its actor
about the status of a certain workflow instance.

In the next two sections of the chapter, you will see high-level wireframe screens
for the Workflow module. The first section focuses on wireframes of screens used
by administrator to define and monitor workflows, and the second section explores
wireframes for screens used by normal users.

Workflow Module Wireframes for Workflow
Administration

In this section of the chapter, you will see high-level wireframe screens for the screens
used to administrate the workflow. The UI flow is shown in Figure 11-2.

Workflows Workdiows
Definitions. Instances
| L
> pﬁ;‘:‘ﬁ_ﬁ Workdiow Instance
J
] [ ‘
4 r A
s '
. . a Route Graphical Path Grophical
Basie nfo Seeps wariahes F“@‘fr " ek

Sep Viarlable Route

Figure 11-2. Ul flow for the Workflow module: workflow administration
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From the home page of the Workflow module, the user can navigate either to
workflow definitions or to workflow instances. The Workflow Definitions page enables the
user to view the existing workflow definitions and manage them by searching, viewing,
adding, or modifying. The user can select a definition to modify or can select to add a new
definition. In this case, the system navigates the user to the Workflow Definition page,
which consist of four sub-pages to handle the workflow definition. The user can define
the workflow by setting the basic information from the Basic Info page and defining the
steps by navigating to the Steps page that lists the defined steps. The step information
can be managed from the Step page. Variables used in the workflow can be found in the
Variables page, which lets the user manage the variables. Variable information can be
defined on the Variable page. The user can also define the routes between the steps from
the Routes page. In addition, a graphical designer for the workflow can be used. The
Route Graphical Designer page is used for graphically defining the routes.

After the workflow is defined (or registered by other modules), instances will be
crated. The admin can monitor these instances by navigating from the home page to the
Workflow Instances page, which enables the user to search the existing instances of the
workflow. To view the workflow instance’s data, the user goes to the Workflow Instance
page. From there, if the workflow instance is active and has a task assigned to a certain
user, the admin user can choose to reassign this task to another user from the Reassign
page. The user can view the exact path that the workflow instance goes through from the
Path Graphical Viewer page.

The rest of this section shows wireframes for some of these pages.
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Workflow Definitions Page

When modules register themselves and their workflows in the Workflow module, their
workflows definitions will appear in the Workflow Definitions page.

This page allows the administrator user to search, view, and modify existing
workflow definitions. The user can also create a new version of a workflow definition,
which can be published after it has been defined.

When users request to initiate new workflow instance, the Workflow module will
initiate it from the latest version. The currently active workflow instances will use the
version that they were created from.

Figure 11-3 shows a wireframe for listing workflow definitions.

Workflows Definitions

&arch Q] Sort by W
Category [ werkFow Nams Version Created Date | Status
Ccategory naume> aworkflow name> cversion numbery | <dater Published
<eategory nammer aworkflow namer <Wersion number> | <dater Published
<category names cworkflow name> <version numbery | <dale> Unpublished
<eategory names aworkflow name> aversion numbery | <dater Published

Figure 11-3. Manage Workflow Definitions
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Workflow Definition Page

In Figure 11-4, you can see a wireframe for the Workflow Definition page in edit mode,
which can be used for modifying a definition or creating a new version. The Workflow
Definition page contains five tabs.

Workflow Definition

Batie Info Seeps | Viarinbles I Routes Routes Designer

T
workflow Narae hd

workflow Category -
(. J

URL for the Page

Available From isii ®

‘ Save ,

Figure 11-4. Edit Workflow Definition: Basic Info tab

Basic Info

The first tab is Basic Info (shown in Figure 11-4), where the user can select a workflow
and set the version. An important field is the URL for the Page, which will handle this
workflow. In our Workflow module, we don’t provide a form builder for the workflow.
The forms are left for the registered modules to define their own forms. Here we set a link
to the page that will handle the workflow form. When workflow instances are created,
the Workflow module will call this page and send to it the current step and the variables’
values.

The Available fields set the availability period of the workflow definition. In some
cases, the workflow will work only in a specific period; in this case, the user will be able to
set the dates for the availability period.
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Steps

WORKFLOW MODULE

The second tab is Steps (Figure 11-5), which lists the steps in the workflow and enables
the user to manage them by searching, viewing, adding, modifying, or deleting steps.

Workflow Definition

Bait iwfo [

Steps | iariables Routes | Routes Designer

Steps for cworkflow name>

[jarﬂl« 2| Sortby ¥
Step name Step Type
<step namer <step typer
<SEep name? <step typer
SSEER mamE? <step typer
SSEEP name? “step typer

[ Wiew l i Edit } ! Delete }

Figure 11-5. Edit Workflow Definition: Steps tab

From the Steps page, the user can select an existing step and view, edit, or delete it,
or add a new step. Figure 11-6 shows the Step Editor page, which contains two tabs: Basic
Info and Associated Tasks. The Basic Info tab contains the step and description. Two
important features can set by the user:
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Allow Returning to Previous Step: If this feature is selected, the
user who performs the task associated with this step in a workflow
instance can return the workflow instance to the previous step.

Allow Returning to Initiator: If this feature is selected, the user
who performs the task associated with this step in a workflow
instance will be able to return the workflow instance to the
initiator. There are two possibilities after the initiator performs
the task returned to them: the system can make the workflow

go in the normal flow from the initiation step, or it can make the
workflow go directly to the step from which the workflow instance
was returned.
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Step MName

Enalish |

Arabic |

Step Description

English

Arabic

[JAdlow Returming To Previous step

I:l Allow Returning To Initiator

After Initintor complete the step

@ Return to this step O Go through the normal route -
Save

Figure 11-6. Edit Step: Basic Info

The second tab, Associated Task, shown in Figure 11-7, is used to define the task that
will be assigned for this step. The task will have a type, which comes from the registered
task types. The task types that are mostly used with workflow are Review, Decision,
Inspection, Payment, and Custom.
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Step
| sase s I Assosinzed Task
Task Tupe | Review -
Task will be assigned to — —
COrganization Type | h 4
O Manager of initiator S —
Organization Role | h 4
O Manager of previous step user
Position Type -
O Ore person
Organization h 4
O Group of persons - )
Position Role -
O Any person from aroup . ’
Position -

[ Atlow Modification of Previously Entered Data

Save

Figure 11-7. Edit Step: Associated Task

Here, the user can set parameters that will determine to whom the system will assign
the task. It can be assigned to the manager of the initiator or the manager of the user who
performs the previous step. Or it can be assigned to a person or group of persons, or to a
person from a group. For those options, the user must set some values to allow the system
to be able to find the person or the group that the task will be assigned. These values to
be set can be any of the following: Organization Type, Organization Role, Position Type,
Organization, Position Role, or Position.

For example, assume the user selects the task to be assigned to a group and then
selects an Organization. The system will assign the task to all employees working in this
Organization. The user can reduce the set by also setting the value for the Position Type.
In this case, the system will assign the task to all employees with the selected Position
Type who work in the selected Organization.
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The third tab, Variables, shown in Figure 11-8, is used to list the variables defined for the
workflow and enables the user to manage them by searching, viewing, adding, modifying,

or deleting variables.

Workflow Definition

[Csusicto | seps | veriaites Routet | Routes Detigner

Variables for <workfTow name>

[‘search 0] Sortby ¥
Variable name Variable type Is Searchable? In Step?
<variable name> evariable tupe> fes
<variable name> <variable type> Yes -
<varfable mame> svariable type> No <step mame?
avariable namer <variable tupe> Yes

[ View

Edit ! Delete r

Figure 11-8. Edit Workflow Definition: Variables
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Figure 11-9 shows the Variable Editor page where the user can set the name and type
of the variable. A variable can be searchable and in this case will have a display name
(if we have a page to search for workflow instances based on variable values, the
searchable variables will appear in it).

Variable

Variable Name ;

Type ll -/

Is Searchable @ Yes Display Name

English [

Arabie [

ONO

Is it for specific step?

@ Yes Select step |[ w
O

Figure 11-9. Edit Variable

A variable may be used only with a specific step, so there is an option for the user to
associate the variable with a specific step.

Routes
The Fourth tab shown back in Figure 11-10 is Routes, which lists the routes defined

for the workflow and enables the user to manage them by searching, viewing, adding,
modifying, or deleting routes.
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Workflow Definition
Basic info Sreps l Variables I Routes Routes Desigoer
Routes for <workilow name>
ugardn _0| Sortby ¥
Frora Step Teo Step Condition
<step namey <step names <eonditiony
<EEEE namEY <step namer Leonditiony
<step namer Ssbep name <condition>
<Step namer <Step name <condition>
Add

[ Wiew ' ( Edit r I Delete ’

Figure 11-10. Edit workflow definition: Routes

The Route Editor page is shown in Figure 11-11. In this page, the user can set the
source and destination step for the route. In addition, the user can define the conditions
for this route based on the workflow’s variables values. The comparison can be any of
the following: equal to, not equal to, greater than, greater than or equal, less than, less
than or equal, between, in, not in.

Route

From Step I

In case

O Always
@ Condition

Variable

To Step

Comparison

Valuels)

| A
—

OR
—

Figure 11-11. Edit Route
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These conditions will be evaluated when the workflow instance is in the source step
and its tasks are completed, and it is required to move the workflow instance to the next
step. The Workflow module will evaluate the routing conditions and find the correct
destination step.

Routes Designer

The fifth tab is Routes Designer, which is a graphical interface that enables the user to
create the workflow graphically. The user can add steps, connect those using routes, and
define conditions for the routes.

Workflow Definition

Basiz wfo Steps l\"‘""‘”" = Routss Designer

Desian of cworkflow naner

o — O

Step  Rowte Comdrition

Section
Marager

6
S
@

[ Departrent |
Manager [

Figure 11-12. Edit Workflow Definition: Routes Designer

Workflow Instances Page

The Workflow Instances administration page shown in Figure 11-13 allows the user to
view the instances of the workflow instances and their status. It also lets the user view
the path and the workflow instance data. Another important feature is that the user can
reassign the active tasks in a workflow instance.
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Workflows Instances
[ search o Sort by
Workflow Name Instance Number Created Date Create By Status
<workflow namey <nstance numpery <dater LPErson namey Completed -> Approved
<workflow name> <Instancenumber> <dater <pErson name’ 'n progress
cworkflow names <Instance numbery <dater LPErson namer Comwpleted
<workflow name> <lnstance numbers <date <person name> In progress
cworkflow name> <Instance numbers <date> <Person namer Completed -» Rejected

Figure 11-13. Manage Workflows Instances

When user chooses to reassign a task, the system displays the Reassign Tasks Page

shown in Figure 11-14. This page lists all the active tasks in the workflow instance and to
whom these tasks are assigned. The user can then reassign the tasks to other persons and
write comments for them.

Reassign Tasks

You can reassign any of the tasks

Below are the active tasks for workflow instance <wWorkflow Namer - <instance Numbers

[(search o) Sortby ¥
Step Marag Task Type Assignad to Assigned On Reassign to
<step namer <task tuper | <persor ramer | <dater | i
Comwevent ]
|
<step nasvey | <fask tuper | <person names | <datey
Comumant | 1
|

Figure 11-14. Reassign Tasks
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Workflow Module Wireframes for Users

In this section of the chapter, you will see high-level wireframe screens for the pages
used by normal users to create and track workflows instances. The UI flow is shown in
Figure 11-15.

Workflows nstances
Home Page

]

o My Workflows
v InStances
¥
y
~ e
Path Graphical
1 +, al
New workflow tstance | » Viewer
y

Figure 11-15. UI flow for the Workflows module: Workflows Instances

From the Workflows Instances home page, the user can navigate to the My
Workflows Instances page, which lets them create a new workflow instance or get
information about the status of the currently active workflow instance they created. To
create a new instance, the system will display the New page where the user can select
the workflow, and then the system will display the Workflow Instance page in Edit mode.
To view and get information about the workflow instance, the user needs to select a
workflow instance and navigates to the Workflow Instance page, which will be in the View
mode. From this page, the user can navigate to Path Graphical Viewer page to view the
actual path that the workflow instance goes through. Users who have assigned tasks in the
workflow instance will be able to find and perform these tasks from the Tasks module (in
the same way as explained in Chapter 10).

The rest of this section will go through wireframes for the pages described.
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My Workflows Instances Page

Figure 11-16 shows the My Workflows Instances page, which enables any user to manage
their workflows instances. Users can search their workflows instances, view a workflow
instance to track its status, view the path that the workflow instance goes through, and
create new workflows instances. There is a link to the My Tasks page that leads the user to
the Tasks page where they can perform any task assigned to them in any workflow instance.

My Workflows Instances

search el | Sort by ¥
workflow Name Instance Number Created Date Status

cworkflow name> <instance numbery <dater Completed -» Approved
<workflow name> <instancenumber> <dater In progress

<workflow name> <lnstance numbers <dater Completed

<workiflow names <nstance numbery <datey In progress

<workflow name> <instance number>? <dater Completed ~» Rejected

Mew [Vu’f,w fnsmru:cl ( View Path '

Figure 11-16. Manage My Workflows Instances

New Workflow Instance Page

When the user clicks the New button in the My Workflows Instances page, the system
displays the New Workflow Instance Page shown in Figure 11-17. This page displays the
existing workflows of which the user has permission to create instances. The workflows
are grouped based on their categories.
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New Workflow Instance

Select workflow to initiate

ACALEGOVY naMET <Category names

<Category namey <Category name?

Figure 11-17. Choose New Workflow Instance

After selecting the workflow, the Workflow module will call the page that was defined
in the workflow definition to be displayed inside the new Workflow Instance page, as
shown in Figure 11-18. The page will receive parameters with the current step (which is
the begin step). The module that registered this workflow will then display the workflow
form and validate it after being called by the Workflow module when the user clicks Send.
The Workflows module will then handle the routing for the workflow instance.

New Workfow <workflow name>

Workflow form appears here

Save Send

Figure 11-18. Fill form of the new workflow instance
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Path Graphical Viewer Page

From the My Workflow Instances page, the user can choose to view the path. The system

will display the Path Viewer page shown in Figure 11-19. The workflow steps are listed in

the left. The system shows the flow of tasks around these steps on the right. A task can be

reassigned, or the user can choose return the task to the previous step. In this case, a new
task is created for the previous step again. The user can track the workflow instance from
the Path Viewer page.

Path Graphical Viewer

Steps Tasks
N Periom pames =
| T
ot Sent
. 1 ! 1
Divect oo names T e — P name s [ ——
Manger <pasition mames <paition maraes <paiition mames <position names
ngel approved retunad reasined appe
Section Prriemramer [Eyp———
cpostion name> <position nama>
Manager Ptrmad oproved
Direct Prrsan namer
<position pame
Mange approved
Departiment Peermramir
Manager .’;p-mut'
D

Figure 11-19. View the path of the workflow instance

Workflow Instance Viewer Page

The page in Figure 11-20 is used to view the workflow instance. It will display the data in
the workflow instance form and the list of tasks assigned to users to perform. For each
task, comments, decisions, or actions done by the user will be shown.
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<woriflow namer - <workflow instance number>

Initiated by <person name> on <nitiation date>

Workflow steps and

Workflow form appears here comments appear here

Figure 11-20. View workflow instance

Performing a Workflow Task

When the Workflow module routes a workflow and assigns a task to a user based on the
step definition, the task will appear in the user’s My Tasks page. To perform the task, the
system will display the page based on its type. Figure 11-21 shows a wireframe for a task
of type Decision. It enables the user to view the workflow instance (data and actions done
on it). At the bottom of the page is the task-performing panel. For a Decision task, the user
will be able to approve or reject and enter comments.
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Task
Task Type Decision Priovity -] Status Y|
workflow <workflow namey - <instance rumbery Start i s @
Initiated by <PErson hamer on  <initiation dater End ﬁ @
Workflow steps and
Workflow form appears here P

comments appear here

Decision @ Approve O Refeet O Return

Comument a

( Done '

Figure 11-21. Perform workflow task

Workflow Module Entities

Now that you've seen use-cases and wireframes for the Workflow module, let’s look at
the entities used by the Workflow module to store the information needed to manage
workflows. This section is divided into two sub-sections—the first is for entities used to
define workflow, and the second is for entities used for workflow instances.

153



CHAPTER 11 I WORKFLOW MODULE

Workflow Definition Entities

Figure 11-22 shows the entities used for workflow definition and the relations between
them.

Workflow Definition Seep Task Definition

n

Figure 11-22. Entities for workflows: workflows definition

Here is a description for each entity:
e Workflow: Stores the main information about the workflow.
e Definition: Stores and tracks workflow definition versions.

e  Variable: Stores the definition of the variables used with the
workflow version.

e  Step: Stores the workflow’s steps.
e Route: Stores the routes among the steps.

. Condition: Stores the conditions that need to be true for the
routes.

e Task Definition: Stores the definition of the tasks that will be
associated with the steps.
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The relations between these entities can be summarized as follows:

e  Workflow can have multiple definitions (each definition represent
a version of the workflow).

e Workflow definition can have multiple Variables.
¢ Workflow Definition has multiple Steps.

e  Each Step can have Variables associated with it.
e  Each Step has a Task Definition.

e  Two Steps are connected together using Route.

¢ Route can have one condition.

¢  Condition can be used with many Routes.

¢ Condition can consist of many sub-conditions.

Workflow Instances Entities

Figure 11-23 shows the entities used for workflow instances and the relations between
them.

).

Definition J _\

1

Varlable Variable Value Instance
1
n
o.1
n n
Path
1
n
n
1
i n i n
Registered Type 1 " Task Task Assig ¢ r Task Performing

Figure 11-23. Entities for workflows: workflows instances
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Here is a description for each entity:
e  [Instance: Stores created instances of workflows definitions.

e  Variable Value: Stores values of variables used with workflow
instances.

e  Path: Stores information about steps sequence that the workflow
were routed through.

e  Task: Stores tasks created for the workflow instances.

e Task Assignment: Stores information about whom the tasks are
assigned for.

The relations between these entities can be summarized as follows:
e  Multiple Instances can be created from one workflow definition.
e Instance will have multiple Variable Values.

e  Variable in the workflow definition will have values associated
with the workflow Instances.

e  Variable Value can be associated with a workflow Path.
e One Step can appear many times in the Path.
e  One Path can have multiple Tasks.

e  Task can have multiple Task Assignments.

Use of Workflow Module by Other Modules

The Workflow module accepts other modules to be plugged into it, to enable managing
the definitions and creating instances of the workflows used by the module which
registered to.

Modules can be plugged into the Workflow module using the register workflow
use-case. In order to be registered, they should implement the register workflow
interface. The interface will need the module to be registered to be able to answer the
following questions, and the answer will be used to fill the entities as described:

e Who are you? The answer to this question will be saved in the
Registered Module entity.

e What task types do you use? The answer will be saved in the
Registered Types entity described in Chapter 10.

e What workflows do you use? The answer will be saved in the
entities used to define workflow (Workflow, Definition, Step,
Variable, Route, Condition, and Task Definition).
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After a module is plugged into the Workflow module, the module that requested the
registration can use the register workflow definition use-case to register new workflow,
the update workflow definition use-case to add a new version to a defined workflow, and
the get workflow instance status use-case to inquire about workflow instance status.

Summary

This chapter discussed the Workflow module, including what workflows are, their task
types, and workflows instances. I discussed use-cases for the Workflow module and
showed wireframes for the screens. You saw the entities and their relations, and I talked
about how other modules could use the Workflow module.
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Notifications Module

Persons who use a software system need to be notified about occasional actions they
should perform in the system—for example, renewing a subscription when it expires.
They may need also to be notified about results of actions they performed, or about
updates in a part in the system they’re interested in. This means every software system
should be flexible in allowing users to choose what they want to be notified about and
which notification methods they prefer. The Notifications module’s main functionality is
to manage subscription to notification topics and notify interested persons.

After finishing this chapter, you will be able to answer the following questions:

What is notification?
Why is notification required?
How should you store notifications?

What does the Ul for the Notifications module look like?

Notification is about sending messages to users to inform them about something.
This message can be sent by various methods:

E-mail

SMS

Phone call

Message in web browser

Social media

There are two types of notifications:

Out notifications: This is when the system sends notifications to
persons or to other systems.

In notifications: This is when persons or other systems send
notifications to our system.

This chapter focuses on out notifications to persons. Note that notification messages
may be sent directly to a person—or they can be sent to an organization where there
is a person who will be responsible for it. In that case, we need to have use-cases and
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wireframes for the organization notification, which is similar to the direct-to-person
notification discussed in this chapter.

Importance of Notifications

Users (persons) need to be notified about changes happening in the system. These
changes may affect the persons using the system or associated with it. Notifications may
be grouped under topics, which means there will be topics in the system, and business or
system modules use these topics. Every module will be sending notifications to persons
about changes in the topics that the module is responsible for.

Notifications help persons know what is going on in the system for the topics they are
affected by and keep them up to date about the tasks, requests, or results affecting them.
The Notifications module help the users manage notifications by choosing their preferred
notification method for different topics. It also helps other modules register their topics
and send notifications for the related persons.

Notification Module Use-Cases

The Notifications module is responsible for managing and sending notifications.

Figure 12-1 shows use-cases for the Notifications module. Actors for these use-cases are
the user who has permission to manage a topic’s definition, any person who is related to
the topic of the notification, any user who uses the system, and the system module, which
can be a business module or infrastructure module that needs to register its topics or
send notifications to persons.
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MNotifications Module

anage Notification Preferences
View My Notifications

Manage Notification

Manage Notification Metho

( Register Topic )

Figure 12-1. Use-cases for the Notifications module

Here is a description for each use-case:

Manage notification preferences: This use-case enables the user to
set the preferred notification methods for the topics allowed for
them in the system.

View my notifications: This use-case enables the user to see what
notifications have been sent to them and what the notification
method was.

Manage notifications: This use-case enables the administrator to
see notifications sent by the system and determine whether there
was any failure in delivering the notification messages.

Manage notification methods: This use-case enables the
administrator to define the notifications methods in the system
and the plugins that will handle these methods.
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e  Manage topics: This use-case enables the administrator to
manage the topics registered by other modules and define the
default notification methods that will be used with these topics.

e Register module: This use-case is used to enable other modules
that need to send notifications to persons to be able to register
their information. After registration, topics and notifications by
those modules are manageable from the Notifications module.

e Register topic: This use-case enables other modules to register
new topics in the system in case there is update to the module
topics.

e Notify: This use-case enables other modules to send notification
messages to persons when the module needs to notify them about
a certain topic.

Notifications Module Wireframes

In this section, you will see high-level wireframe screens for the Notifications module.
The Ul flow is shown in Figure 12-2.
)

= =h

NotFizations Admin
Home

- s
[ Regiseered Modudes ]A—A Topiss "',’f‘““[g‘ MotFications ] [ P K J My Nesfizations

i }

T Motfication
Tepe Method

>y -

Figure 12-2. Ul flow for the Notifications module
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The Notifications module is divided into two parts, one for the administrator and the
other for the normal users. In Figure 12-2, the administrator UI flow is shown in the left
side of the diagram, and the normal user UI flow is shown on the right.

Administrator Ul flow: From the home page of the notifications
admin, the user can navigate to the Registered Modules page

to see what modules have been registered. From the Registered
Module page or the home page, the user can navigate to the
Topics page to manage the topics used by each registered module.
The user can search, view, modify, or add topics. From the Topics
page the user can navigate to the Topic page, which lets the user
view, add, or edit a topic. It’s also possible from the home page

to navigate to the Notifications Methods page to manage the
notification methods. Adding, editing, or viewing notification
methods can be done by navigating to the Notification Method
page. If the admin wants to see the notifications that have been
sent or will be sent by the system, they can navigate from the
home page to the Notifications page.

Normal user UI flow: From the home page for the normal user, the
user can navigate to the Notification Preferences page to define
their preferences for notification about the registered topics in the
system. In addition, the user can navigate to the My Notifications
page to see information about all notifications sent to them from
the system.

In the rest of this section, you will see what these pages look like.
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Notification Methods Page

The Notification Methods page displays the method and the executer. Every notification
method has an executer to do the notification. For example, if the notification method
is e-mail, the executer will be the class in the system that contains the code responsible
for sending e-mail messages. The user can add, edit, or delete a notification method.
Figure 12-3 shows the Notification Methods page.

Notification Methods

search o Sertby ¥

Method Executer

Methed navaes cExecuber Name'r
<Methgd naraes <Executer Namg>
eMethod narae> ¢Executer Namer
eMethod narae> ¢Executer Namer
<Methgd naraes <Executer Name>

View

Figure 12-3. Manage Notification Methods
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Notification Method Page

In Figure 12-4, you see a wireframe for the Notification Method page in edit mode, which
can be used to edit or add a notification method. As mentioned, a notification method
has a name and an executer, and the executer should be a file that contains a class to
handle the notifications done by this method.

Notification Method

Method Nawe
English |

T
Arabic | l
Executer Class

Executer File

Save

Figure 12-4. Edit Notification Method

The Notification Method page depends on the Localization module to support
entering the notification method name in the supported languages.
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Registered Modules Page

When other modules are registered (plugged) into the Notifications module, they will
appear in the Registered Module page. From this page, the user can manage the topics
used by those modules. Figure 12-5 shows a wireframe for listing the registered modules.

Registered modules

[search p| Sort by W
Module Name Registration Date Topics Count
<Module Nawe> <dater 5
<Module Nawie> <date> ie
<Module Name> <date> =

Figure 12-5. Registered modules to be managed by the Notifications module

166



CHAPTER 12 I NOTIFICATIONS MODULE

Topics Page

The Topics page displays the topics used in a certain module. A topic has a registration
date and may be a sub-topic or have a parent topic. The user can add, edit, or delete
topics. Figure 12-6 shows the Topics page.

Topics
| <Module name> -
e — |
[seareh 0| Sortby ¥
Topic Parent Topic Registered date
<Topic name <dater
<Topic name> <Parent Topic Narag> <dater
<Topic name> <Parent Topic Nawme> <dater
<Topic name> <date>
<Topic namer <dater
New View { Edit I [ Delete l

Figure 12-6. Manage Topics
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Topic Page
Figure 12-7 shows a wireframe for the Topic page in edit mode, which can be used for

editing or adding a topic. A topic has a name, code, description, and default notification
methods (from the Notification Preferences page, the user can override these defaults).

Topic
Topic Name Default Netification Methods
Enalish .
l ] X
Arabic
| ‘

.
Parent Topic |

Topic Description

Englich

Arabic

Save

Registered Date <Registration Dater Used By Module  <Module Name>

Figure 12-7. Edit Topic

The Topic page depends on the Localization module to support entering the topic
name and description in the supported languages.

Notifications Page

The Notifications page displays all notifications sent or to be sent by the system. It allows
the administrator to monitor the status of notification messages, whether they have been

sent or are still in the queue.
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Figure 12-8 shows a wireframe for the Notifications page.

Notifications

Below are all notifications sent or to be sent by the system

[search 2] Soriby ¥
Created | Topic Wotification | Person Notification message Status
date Method
<datey <Topic namey SMS , Evaall | person namey | <notFieation messages Sent
<dater | <Topic nawer | Portal <person name> | <notification message> In Queue
<datey | <Topic name> SMS <person namer | <notifieation messages Sent
<datey | <Topic name> Email <person name> | <notification message> Sent
<date> | <Topic name> SMS, Emal | person namer | <notfieation messager In Queue

Figure 12-8. List Notifications

Notification Preferences Page

In Figure 12-9, you can see a wireframe for the Notification Preferences page. This page
allows choosing a topic and then defining the preferences for receiving notification
messages about this topic. The user can choose not to receive any messages or can
specify the notification methods to be used to be notified about the topic. In both cases,
the notification messages sent to the user can be viewed from the My Notifications page.
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Notification Preferences

Select topic and select your preferved notification method For this topic

[seareh L) satw <topic name>
Topic All notifications about this topic will be available in my notification page
<topic name> -~ You ean set the below preferences to enable or disable receiving

<topic name> notification by the supported notification methods

<topic name>
<subtopic name> = O Don't send to me notifications about this topic
<subtopic name>

<topic name> -

- @ Send to me notifications about this topie by
<topic namer

<topic name> [ emait ] retephone
<topic namer
‘topic name> hd [ Mobite sms [ pertat

Figure 12-9. Manage Notification Preferences
My Notifications Page

The My Notifications page displays to the user all notifications sent to them. Figure 12-10
shows a wireframe for the My Notifications page.
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My Notifications
Below are all notifications sent to you
[[search Sortby ¥

Sent date | Topic Netification Method | Notification message

<dater <Topic namer SMS, Email <notification message>

<date> <Topic name> Portal <notification message>

<dater <Topic names SMS <notification message>

<dater <Topic name> Ewvaail <notification message>

<dater <Topic name> SMS, Email <notification messager

Figure 12-10. List My Notifications

Notifications Module Entities

You've now seen use-cases and wireframes for the Notifications module. It’s time to talk
about the entities used by the Notifications module to store the information needed to
manage notifications. Figure 12-11 shows the entities and the relations between them.

L " T n
Resisted Module Topic N‘::T,i?ém Notification —
1 1 1 i
n n
pu————

P —
T " " " n

Notification l
Perse Preference l

Notifization Seatus

Figure 12-11. Entities for the Notifications module
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NOTIFICATIONS MODULE

Here is a description for each entity:

Notification Method: Stores the data for the Notification method.

Registered Module: Stores data for modules that are registered to
use the Notifications module.

Topic: Stores the topics used by the registered modules.

Notification Preference: Stores the preferences of each person for
notifications about topics.

Notification: Stores the notification messages to be sent to
persons.

Notification Status: Stores the status of the notification messages
(such as in queue, sent, or failed).

The relations between these entities can be summarized as follows:

The Registered module can notify about multiple Topics, and
Topics can belong to multiple modules.

Topic can have sub-topics under them, and sub-topic can be
under only one Topic.

Notification Method can be used as the default notification
method with multiple Topics.

One Topic can have multiple default Notification Methods.
Topic can have many notification messages sent for it.

Every notification message can have multiple statuses (one for
each notification method used to deliver the message)

Persons can define multiple Notification Preferences based on
the Topics.

Persons can receive many notification messages.
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Use of the Notification Module by Other Modules

The Notification module accepts other modules to be plugged into it to enable managing
notifications sent under the topics used by the module that is to be registered.

Modules can be plugged into the Notifications module using the register module
use-case. In order to be registered, they should implement the register module interface.
The interface will need the module to be registered to be able to answer the following
questions, and the answer will be used to fill the entities as described:

e Who are you? The answer to this question will be saved in
Registered Module entity.

e What topics do you have? The answer will be saved in the
Topic entity.

e What are the default notification methods for each topic?
The answer will be saved in the Topic entity.

After a module is plugged into the Notifications module, the module that requests
the registration can use the notify use-case to send notification messages to persons.

Summary

This chapter discussed the Notifications module, including what notifications are and
why they are required. I discussed use-cases for the Notifications module and showed
wireframes for the screens. You were introduced to the entities and their relations, and
you saw how other modules could use the Notifications module.
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Follow-Up Module

Persons using a software system may need to be reminded to do something about a
record saved in the system. Based on this reminder, they will perform actions that may
be inside the system or outside it. An example of an action to be performed outside the
system would be making a call to inquire about an item that will be delivered from an
external organization. This means the software system should be flexible in allowing
users to select any record and ask the system to remind them about it within a certain
time. The Follow-Up module’s main functionality is to manage these follow-ups by
allowing users to create reminder requests on data records and receive notifications for
these data records.

After finishing this chapter, you will be able to answer the following questions:

e  Whatis follow-up?
¢  How should you store follow-up data?
e  What does the UI for the Follow-Up module look like?

System users are often interested in some data in the system and need to be
reminded about this data after a period of time. The user can choose to repeat the
reminder or stop receiving reminders. That’s what follow-up is about—sending a
reminder to a user at a specific time defined by the user.
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Follow-Up Module Use-Cases

Figure 13-1 shows use-cases for the Follow-Up module. Actors for these use-cases are any
users authorized in the system.

Follow-Up Module

Manage Follow-Up
iew Follow-Ups Not@
Any User

Figure 13-1. Use-cases for the Follow-Up module

Here is a description for each use-case:

e Manage follow-up: This use-case is used to enable the user to
create or update a follow-up item.

e View follow-Ups notification: This use-case is used to enable
the user to view the follow-up notifications sent to them by the
system.
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Follow-Up Module Wireframes

In this section of the chapter, you will see high-level wireframe screens for the Follow-Up
module. The UI flow is shown in Figure 13-2.

[tems Page Follow-Up Reminders

Follow-Up

Figure 13-2. Ul flow for the Follow-Up module

The Follow-Up page can be reached from any page in the system that displays a
list of items. When a user selects an item, they can make a follow-up on this item. The
Follow-Up reminders page can be reached from anyplace in the system and will be
shown automatically at the reminder time. Alternatively, a user can access the page from
the top of any page in the system.
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Follow-Up Page

The Follow-Up page can be opened from any page that displays an item of any type.
When run, the Follow-Up module should display the Follow Up button on the list page
and the detail page. Figure 13-3 shows a list page. The Follow Up button appears when
the user selects an item from the list.

Tasks

| Tkt | Delegated '

Tasks in Queue <count>  Pick task

Eurch je | Sortby ¥
Task Prierity Created Date | Received Date | Status Completed Date
<task titler | <task priority> | <dater <dater In progress P
<task titler | <task priority> | <date> <dater In progress
<task titler | <task priority> | <date> <dater Completed | <date>
<task titler | <task priority> | <date> <dater In progress

( Edit | ( Perform ' [ Delegate ' ( Follow-up |

Figure 13-3. List page
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When the Follow Up button is clicked, the Follow-Up Editor page is displayed.
Figure 13-4 shows a wireframe for this page. The user can enter text as a flag and select
the time for a reminder. When the follow-up is saved, a flag appears near the item in the
list as shown in Figure 13-3 (the flag in the last column). The follow-up can be removed
by clicking the Clear Flag button in the Follow-Up Editor page.

Follow-Up

Clear Flag Ok [ Cancel '

Figure 13-4. Edit Follow-Up
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Follow-Up Reminders Page

The system will display a reminder page for the follow-ups when their reminder time
comes. Figure 13-5 shows a wireframe for the Reminders page. This page shows the items
that have follow-ups with the flag text (<Flag to text>) below each item, and Overdue is
based on the reminder time. The user can select an item and dismiss the reminder for it.
Alternatively, the user can ask the system to remind them again after a while by selecting a
value from the “Click Snooze to remind me in” drop-down and clicking the Snooze button.

<Reminders Count> Reminders

Item Overdue

<ltem Id> - <item name>
<Flag to text>

<tem ld> - <item name>
<Flag to text>

2 hours

<tem ld> - <tem name>
<Flag to text>

<ltem Id> - <item name>
<Flag to text>

’ Dismiss j ‘ Dismiss All ’
Click Snooze to remind me in
.v
J

Figure 13-5. Edit follow-up reminders
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Follow-Up Module Entities

You've seen use-cases and wireframes for the Follow-Up module. Now it’s time to see
the entities used by the Follow-Up module to store the information needed to manage
follow-ups. Figure 13-6 shows the entities and the relations between them.

Folfow-Up Reminder

Reminder
Response

Figure 13-6. Entities for the Follow-Up module

Here is a description for each entity:
e  Follow-Up: Stores the follow-up data (item and flag text).
e  Reminder: Stores the reminder time for the follow-up.

e Reminder Response: Stores the data for the user response to the
reminder.

The relations between these entities can be summarized as follows:
e  Anitem can have only one Follow-Up.
e  Follow-Up must have one Reminder.

e Reminder can have many Reminder Responses.
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Use of the Follow-Up Module by Other Modules

Other modules don’t need to register to use the Follow-Up module. The Follow-Up
module will inject itself in the UI layer and will append the required features to enable
follow-up.

Summary

This chapter discussed the Follow-Up module. I showed use-cases and wireframes for the
screens and discussed the entities and their relations. In last section, you saw how other
modules could use the Follow-Up module.
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Payments Module

Most organizations, especially for-profit companies, provide paid services for persons
who deal with them. Every person needs to pay invoices that the organization issued for
them. This means the software system should be flexible in defining methods to collect
payments and allowing persons to pay their invoices. The Payments module’s main
functionality is to enable software systems to manage payments for invoices.

After finishing this chapter, you will be able to answer the following questions:

e  What to pay for?

e  What are payment methods?

e  How should you store payment data?

e  What does the UI for the Payments module look like?

Most organizations provide services, and these services usually require fees to be
paid by consumers. The Payments module is responsible for handling the payment for
the services, and business modules in the system are responsible for these services.

The business modules generate invoices to consumers, and then the Payments module
handles how these invoices will be paid by the consumer.

Different payment methods can be used—for example, online payment gateway,
swipe device payment, bank transfer, check, cash, and more. The Payments module is
responsible for allowing users to pay with different methods based on their permissions.
For example, the customer can pay invoices online through a payment gateway—or they
can go to the premises of the organization and pay money to an authorized employee
who has permission to collect the payment by other methods. The employee could collect
the money in cash and mark the invoice as paid in cash, or could receive a check from
the customer, mark the invoice as paid by check, and enter the check information in the
system. All these actions will be done through the Payments module.

Invoices can be paid fully or partially, and the Payments module will manage this
information. Other modules that generate the invoices can inquire about the invoice’s
payment status.
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PAYMENTS MODULE

Payments Module Use-Cases

Figure 14-1 shows use-cases for the Payments module. Actors for these use-cases include
any user of the system who has invoices to pay for, employees who use the system to
collect money for invoices created for any person (or user), an administrator who defines
the payment methods, and the system modules that generate invoices to be paid by the

consumer.

Payments Module

Any User

|
coipelueler
Giet: Invoice Status

System Module

Eraployee who
has permission

@ Get Payment Info

'
<< findiale>>

User who
has perission

Manage Payment Metho

Figure 14-1. Use-cases for the Payments module

Here is a description for each use-case:
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Manage payment methods: This use-case enables the admin user
to add, delete, and modify payment methods that will be used to
pay the invoices.

View my invoices: This use-case enables the user to search and
view the invoices created for them. They can also pay any unpaid
invoice.
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Pay: This use-case enables the user to pay an invoice. It’s a
use-case included in the view my invoices use-case.

View invoices: This use-case enables the user who has permission
to search and view all invoices created for any person or user.
They can also collect payment for any unpaid invoice.

Collect payment: This use-case enables the user who has
permission to collect payment for any invoice. It's a use-case
included in the view invoices use-case. The user will have more
payment options than the options in the pay use-case.

Add invoice: This use-case enables other modules to add invoices
to be managed for payment by the Payments module.

Get invoice status: This use-case enables other modules to make
inquiries for their added invoices to check the payment status
(not paid, partially paid, and paid).

Get payment info: This use-case enables other modules to get
information about the invoice payment (what the payment
method was, date of payment, and more).

Payments Module Wireframes

This section shows high-level wireframe screens for the Payments module. The UI flow is
shown in Figure 14-2.

Prgrnents Mearagimnsnt #
Home Pat “wgmnints Hows Page

1

Leamices Fugars My Pagpntns

ISHs

Poy ‘ Fagmant,

Figure 14-2. Ul flow for the Payments module
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The Payments module consists of two parts. The first part is payments management,
used by administrator and by users who are employees to define the payment methods,
view the invoices, and collect payments for these invoices. The second part of the module
is payments, used by users (consumers) to view their invoices and pay them:

e Payments management Ul flow: From the Payments management
home page, the user can navigate to the Payment Methods page
to search, view, add, modify, or delete payment methods. From
this page, they can go to the Payment Method page, which works
in view, edit, and add modes, to manage the data of the payment
method. The home page also leads to the Invoices page. To
view invoice details, the user then goes on to the Invoice page
and can pay the invoice by navigating to the Pay page. To view
the payments, the user can navigate from the home page to the
Payments page. Users can search payments and view payment
details on the Payment page.

e Payments Ul flow: From the Payments home page, the user can
view his invoices by navigating to the My Invoices page. Invoice
details are available on the Invoice page. The user can pay
the invoices by navigating to the Pay page and can view their
payments by navigating from the home page to the My Payments
page. They can search payments and view payment details on the
Payment page.
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Payment Methods Page

The Payment Methods page displays the methods and the executers. Every payment
method has an executer to do the payment. For example, if the payment method is an
online gateway, the executer is the class in the system that contains the code responsible
for opening the payment gateway and confirms the payment is done successfully through
it. In addition, the executer is responsible for saving the transaction’s detail on the
accounts. The user can add, edit, or delete a payment method. Figure 14-3 shows the
Payment Methods page.

Pagment Methods
[search 0| Sort by ¥
Method Exgcuter
<Method ramer <Executer Name
<Method rame> cExgcuter Names
<Method ramer cExecuter Namey
<Method name> <Executer Names
<Method namer <Exgcuter Namer
( New r View { Edit I [ Delete '

Figure 14-3. Manage Payment Methods
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Payment Method Page

Figure 14-4 shows a wireframe for the Payment Method page in edit mode, which can be
used for editing or adding a payment method. A payment method has a name, an icon
(displayed on the button on the Invoice page), and executer. The executer should be a file
that contains a class to handle the payment done by this method.

Pagment Method

Method Name

English \_
Arabie \_

Method lcon  attach - ‘

Executer Class

Executer File

Save

Figure 14-4. Edit Payment Method

The Payment Method page depends on the Localization module to support entering
the payment method name in the supported languages.
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Invoices Page

Figure 14-5 shows a wireframe for the Invoices page. From this page, the user can search
invoices, view invoice details, or pay an invoice.

Invoices

[ search Pl Sort by ¥
Inveice # Date Total Amount Status Paid Amount
<voice numbery | <nwvoice datey <totaly Paid <paid amount
<favoice mumbery | <invoice date> <total> Partially paid <pajd amgunty
<fvoice numbery | <invaice dater <totaly Unpaid o
<fveice number> | <invoice date <total> Paid <paid ampunt>
<fnvoice numbery | <invoice dater <totaly Partially paid <paid amounts

Figure 14-5. List invoices
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Invoice Page

Figure 14-6 shows a wireframe for the Invoice page, which appears when the user selects
an invoice from the Invoices page and chooses to view it. This page displays the details of
the invoice and any payments applied to it. To pay the invoice, the user can click the Pay
button or select items from the invoice and then click the Pay button.

Invoice

tnvoice Nuraber — <nvoice Number> Created For <Module Narae>

Created On <Invoice Date> Created By <Person or Modula or Sub-module Nare>

To be paid by <Person or Organization Name>

tnvoice Description  ¢Dome description for the invoice> Pagraent Status  <paid>
Invoice ttems Sortby ¥
# | Itara Deseription Quantity Price Total
1 | <iter namer <htem deseription> Lquantityy <price <totaly
2 | <iterm namer <itewm deseripiion> cquantitu> | <pricer <total>
% | 4itera namer <ltem deseription® Lquantity <price <totaly

Total | <total>

Invaice’s Pagrments

Pagment # Paid Amount FPagracnt Method Payment Date
<Lpayment numbery <amgunty Cash <date
<pagmient humbers <amount Fayment Gateway <dater

Figure 14-6. View Invoice

Pay Page

Figure 14-7 shows the Pay page that appears when user chooses to pay an invoice. It
displays a summary of the invoice and allows the user to enter the amount of money
they want to pay. The buttons at the bottom of the page represent the payment methods
defined by the administrator. When the user clicks a button, the Payments module finds
the associated executer class and starts it to perform the payment operation.
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Pay

Invoice Number

Invoice Tetal Arount
Amount paid before

Remaining for full pagiment

’ Cash ' , FOS l | Cheque l IBank TmnsFe.rl (Pagmenf: Gatzwag'

<nvoice Number>

<Total Arnount>

<awount paid before>

<remmaining amount>

Figure 14-7. Pay

Payments Page

Figure 14-8 shows a wireframe for the Payments page. This page enables the user to search
payments, view the payment details, or view the invoice associated with the payment.

Payments
Lsc:m:h £ | Sort by ¥
Pagment # Invoice # Paid Pay Method iy Date
<pagiment nmberr | <invoice numbers <ampunts <hagthod> <dater

l View Inveice I I View Paymsr\z’

Figure 14-8. List Payments
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Payment Page

Figure 14-9 shows a wireframe for the Payment page used to display the payment
information. Note that the Payment Method Details field will display more information
about the payment method and the transaction. For example, if the payment is done
through online payment gateway, the details may be the gateway number, the transaction
reference number, the last four digits of the card used for payment, and any additional
information related to the payment method.

Payment

Pay t Nuraber <p t Numbers Created For dmaodule Namer

Created On Spadeent Date> Pagraent collected by <emploges name>
For tnvaice <invaice numbers

P Method thod >

Payment Method Details

<payment Mathod Detailss

Pagment Transaction Detail Sort by W
Account Arasunt Ref. invaice ttem
<aceount number and name? <amourd> <invoice item number IF any>
caceount number and name’r camount’ <invaice itew nwmber F ang>
caccount number and name? camount” <invoice item number if any>

Figure 14-9. View Payment

My Invoices Page

This page is almost the same as the Invoices page shown in Figure 14-5. The only
difference is that the listed invoices will be the invoices created for the current user who
requests this page.

My Payments Page

This page is much the same as the Payments page shown in Figure 14-8. The only
difference is that the listed payments will be the payments for the invoices created for the
current user who requests this page.
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Payments Module Entities

You've seen use-cases and wireframes for the Payments module, and now it’s time to see
the entities used by the Payments module to store the information needed to manage
payments. Figure 14-10 shows the entities and the relations between them.

——
i i
Invoice o.1 Payment T Accotint:
ot pr—r!
i 1 n
i.n
1.m " —
—
o.1 i 1] Pagment Method 2.1 | Transaction Detail
tnwvice teem ﬁ; F:"J:“ & -
L
-

Figure 14-10. Entities for the Payments module

Here is a description for each entity:
e Invoice: Stores the invoice data generated by other modules.

e Invoice Item: Stores the items in the invoices (products or
services). The modules that generate the invoice also generate
these items.

e Payment Method: Stores data about the installed payment
methods.

e  Payment: Stores data about the payment for the invoice. For
example, date of payment, paid amount, payment method, and
S0 on.

e Payment Application: Payment can be done for the whole invoice
or for just some invoice items. The Payment Application entity is
used to store which invoice or which invoice’s items the payment
is made for.

e  Transaction: Any payment will have a transaction that stores the
money movement from source account to destination account(s).
Every product (or service) in the invoice will be associated with an
account to report its transactions. The Transaction entity stores
the header information of the payment transaction.

e  Transaction Detail: Stores the amounts of money moved from
one account to another. It also stores the amounts for the source
account and for the destination account(s).

e Account: This entity contains the accounts.

193



CHAPTER 14 I PAYMENTS MODULE

Note The executer class of the payment methods does the updates to the Transactions
and Transaction Detail entities. The Payment module doesn’t manage the Account entity—its
responsibility is to allow other modules to generate invoices and allow users to pay for these
invoices and track the payments. For the part related to accounts and transactions, the
Payments module depends on the other modules to specify their destination accounts.

In addition, the Payments module depends on the executer classes of the payment method
to specify their source accounts and save the transaction details.

The relations between these entities can be summarized as follows:
. Invoice contains one or more invoice item.

e Payment is applicable on the whole invoice or on one or more
invoice items.

¢  One Invoice can be paid by multiple payments.
e Payment is associated with one Transaction.

e Transaction should have at least two transaction details (one for
the source account and the other for the destination account—it’s
possible to have multiple destination accounts).

Use of the Payments Module by Other Modules

Other modules give the Payments module their invoices that need to be paid, and those
are managed by the Payments module. Giving invoice to the payment module can be
done through the add invoice use-case and inquiring about the payment can be done
through the get payment status use-case and the get payment info use-case.

Summary

This chapter discussed the Payments module, including use-cases and showing
wireframes for the screens. I talked about the entities and their relations and about how
other modules could use the Payments module.
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Signatures Module

In any organization, documents need to be signed and/or stamped by departments,
employees, or people who deal with the organization. Nowadays documents usually mean
electronic documents, which means every software system should support a mechanism
to allow electronic and digital stamping and signing. The Signatures module’s main
functionality is to enable software systems to manage signatures by defining, performing,
and validating them.

After finishing this chapter, you will be able to answer the following questions:

e  What are digital and electronic signatures?
e  What to be signed in the system and why?
e  How should you store signature data?

e  What does the UI for the Signatures module look like?

Signatures and Stamps

Signatures and stamps are used to verify the identity of the issuer of a document or
approver of a document. There are two types of signature and stamps: digital and
electronic.

e Digital: This involves hashing and encrypting data by the private
key of the person who signs the data or an organization that
stamps the data.

e Electronic: This involves appending an image to the data of the
signature of a person who signed the data or the stamp of an
organization that stamped the data.

Signatures and stamps can be used with documents provided to or provided
by external entities. Using signatures and stamps with internal operations inside
the organization is not recommended because it adds additional unnecessary effort
(although some organizations ask to include signatures in their internal operations).

The Signatures module provides the functionality to manage signatures and stamps,
allows users and organizations to digitally or electronically sign or stamp documents and
data, and validates signed or stamped documents and data.
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Digital Signature and Electronic Signatures

Digital signature and electronic signature are used to ensure that a certain user signs
data or a document. A digital signature encrypts documents or data with digital codes
that are particularly difficult to duplicate. When data changes, it will no longer match the
digital signature. An electronic signature means placing the user’s signature image on a
document. In order for an electronic signature to be used with data, we need to have a
view template for the data, and the electronic signature will be appended to it.

Digital and Electronic Stamps

When documents or data are to be signed by an organization, the operation is called
stamping. Every organization will have a stamp, which could be digital stamp, electronic
stamp, or both.

A digital stamp encrypts documents or data with digital codes that are particularly
difficult to duplicate. When data changes, it will no longer match the digital stamp. An
electronic stamp places the organization’s stamp image on a document. In order for
electronic stamp to be used with data, we need to have a view template for the data, and
the electronic stamp will be appended to it.

Every organization will have a list of authorized persons who can use the
organization’s stamp for stamping documents or data.

Singing or Stamping Documents and Data

The Signatures module manages signatures and stamps. In addition, it allows a person
or organization to sign or stamp data and documents. It is the responsibility of the other
modules to request signing or stamping for data and documents. The Signatures module
provides the required user interface to perform the operation of singing or stamping and
keeps a history of these operations that are requested and completed.

Signatures Module Use-Cases

Figure 15-1 shows use-cases for the Signatures module. Actors for these use-cases
include any user for the system, an employee who represents an organization and can
stamp for it, a user who has permission to manage the signatures and stamps, and the
system modules that have data and documents to be signed or stamped by persons or
organizations.
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Register
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Figure 15-1. Use-cases for the Signatures module

Here is a description for each use-case:

e Register signature: This use-case enables any user to register or
create a signature (electronic or digital) they can use to sign data

and documents when needed.

e Register stamp: This use-case is used to enable authorized
employees to register or create stamps (electronic or digital) for
an organization to stamp data and documents when needed.

e Sign Digitally: This use-case enables the users, whose signatures

are registered, to sign data and documents digitally.

e  Sign Electronically: This use-case enables the users, whose
signatures are registered, to sign data and documents

electronically.

ysters Module
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Stamp Digitally: This use-case enables the authorized employees
to stamp data and documents digitally using the registered stamp
for the organization.

Stamp Electronically: This use-case enables the authorized
employees to stamp data and documents electronically using the
registered stamp for the organization.

Request electronic signature: This use-case enables modules to
request signing data or documents electronically by a certain
person. The use-case includes the sign electronically use-case to
enable the specified person to provide their electronic signature.

Request digital signature: This use-case enables modules to
request signing data or documents digitally by a certain person.
The use-case includes the sign digitally use-case to enable the
specified person to provide their digital signature.

Request electronic stamp: This use-case enables modules to
request stamping of data or documents electronically by a certain
organization. It includes the stamp electronically use-case to
enable the authorized person in the organization to provide the
electronic stamp of the organization.

Request digital stamp: This use-case enables modules to request
stamping of data or document digitally by a certain organization.
It includes the stamp digitally use-case to enable the authorized
person in the organization to provide the digital stamp of the
organization.

Validate: This use-case enables any user or module to provide
documents or data with signatures or stamps and validates
whether the document or data has a valid signature/stamp or not.

Manage signatures and stamps: This use-case enables authorized
users, based on their permissions, to manage the signatures and
stamps (including adding, editing, deleting). Authorized users can
also search signing and stamping operations that are completed.
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Signatures Module Wireframes

This section shows high-level wireframe screens for the Signatures module. The UI flow is
shown in Figure 15-2.

Signatures and Stamps

' Howe Page J -
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J
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Slgnatur rap Item Viewer

)

Figure 15-2. Ul flow for the Signatures module

From the Signatures and Stamps home page, signatures can be managed by
navigating to the Signatures page to search, view, add, or update signatures. From there
the user can navigate to the Signature page, which works in different modes (view, edit,
and add). To manage the stamps, the user goes to the Stamps page to search, view, add,
or update stamps. From the Stamps page, the user can navigate to the Stamp page, which
works in different modes (view, edit, and add).

The Sign/Stamp page is used to sign or stamp documents and data. It is accessible
from the home page, or the user may be directed to this page when the other modules
request signatures or stamps in the system.

By navigating from the home page to the Signed/Stamped Items page, the user
can search and view the documents and data that were signed or stamped by users and
organizations. To validate a signed or stamped item, the user navigates from the home
page to the Validate page.
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Signatures Page

Figure 15-3 shows a wireframe for the Signatures page. This page lists names of persons
and allows the user to search them. If a person has a signature assigned to them, the
system will display the date when this signature was created in the Electronic Signature
and Digital Signature columns. For persons with no signature assigned yet, the user will
select the person and click the Edit button to navigate to the Signature page, where they
can assign a signature to the selected person.

Signatures
search jol Sortby W
Person ID Number | Name Electronic Signature | Digital Signature
<id numbers <PEFSOn name <date added> <date added>
<id number PEFSONn haeY <date added>
<id numbery LPEFSON narer
<id number SPEFSON haer

Figure 15-3. Manage Signatures

Signature Page

Figure 15-4 shows a wireframe for a person’s Signature page, which displays the added
signatures for the person. Signatures may change over time as the person may decide to
change their signature. The system keeps a history of the signatures used by the user. On
this page, the user can add a digital or electronic signature by clicking the corresponding
button. The system will navigate the user to the page that creates the signature.
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Person Signature
Person ld <person id>
Person Name LPErson namer
Sort by ¥
search P ]
Signature Type Signature Created Date
<electronic or digital> <signature objects <dater
<electronic or digital> <signature object> <dater
<glectronic or digital> <signature objects <dater
<glectronic or digital> <signature objects <dater

Add Electronie Signature

l Add Digital Sa’gmture'

Figure 15-4. Manage Person Signatures

Figure 15-5 shows a wireframe for two pages. On the left is the page used for
creating the electronic signature, and on the right is the page used for creating the digital

signature.

Electrenic Signature

Person [d <person (dr

Persomn Name
<PEFSON RANEY

Signature limage
‘ [

Figure 15-5. Adding signatures

Digital Signature

Peison ld <person id>

Person Name
SPEFSON NAMEY

Sianature Feds ALLaL. I i
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Stamps Page

Figure 15-6 shows a wireframe for the Stamps page, which lists the names of
organizations and allows the user to search them. If an organization has a stamp assigned
to it, the system will display the date when the stamp was created in the Electronic Stamp
and Digital Stamp columns. For organizations with no stamp assigned yet, the user will
select an organization and click the Edit button to navigate to the Stamp Page, where they
can assign a stamp to the selected organization.

Stamps
search ol Sortby ¥
Organization Name Electronic Stamp Digital Stamp
<organization name> <date added> <date added>
<organization name> <date added>

<organization name>

<organization nawer

Figure 15-6. Manage Stamps

202



CHAPTER 15 I SIGNATURES MODULE

Stamp Page

Figure 15-7 shows a wireframe for an organization’s Stamp page, which displays the
added stamps for the organization. Stamps may change over time as the organization
may decide to change its stamp. The system keeps a history of the stamps used by the
organization. On this page the user can add a digital stamp or an electronic stamp by
clicking the corresponding button. The system will navigate the user to the page that
creates the stamp.

Organization Stamp

Organization Nawe <organization name>
f— Sortby W

search ol |

Starap Type Stamp Created Date

<digital or electronicy <stamp object> <date>

<digital or electronicy <stamp object> <date>

<digital or electronicy <stamp object> <dater

<digital or electronic> <stamp object> <date

(Ada' Digital Sf:ama C Add Electronic Stamp ' [ Edit ' [ Delete l

Figure 15-7. Manage Organization Stamp

Figure 15-8 shows a wireframe for two pages. On the left, you see the page used for
creating the electronic stamp, and on the right is the page used for creating the digital
stamp. It’s necessary to add the authorized person(s) to use the stamp so that if the stamp
is requested to be manually stamped, the system will display the stamp pages to the
authorized user to perform the stamp operation.
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Electronic Stamp Digital Stamp
Organization Name sorganization namey Organization Name <orgarization namesr
Stamp fmage o Signature Keus

Authorized Persons

Person Id Person name

2 SPErson names X
Authorized Persons

Person id Parson name

o <persor namer X

.

—

Figure 15-8. Adding stamps

Sign/Stamp Page

When a system module requests to get the signature or stamp of the person or
organization, the Signature module will display either the Sign page or the Stamp page,
shown in Figures 15-9 and 15-10. Every page will display a view of the data to be signed or
stamped, and if persons who previously signed the document or organization stamped it,
the system will list these users/organizations. The page allows digitally or electronically

signing/stamping. It’s the responsibility of the caller module to request either digital or
electronic signature/stamp.
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1t is requived frow you to sign the document (Sr’;}n Eleetronically l (

Sign Digitally l

Figure 15-9. Sign

Stamp

Document View
or
Data View

This document is signed / staraped by

<person or organization namey

Name Tupe Date
CPErson OF organization namey <digital or electronics - <Stamp or signaturer <datey
<date>

<digital or electronicy ~ <stamp or signature>

It is required frowa gou to stamp the

document (Smmpe.l’zcemm'carrgl ( Stamyp Digitally l

Figure 15-10. Stamp
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Sign
Document View
or
Data View

This document is signed / staraped by

Name Tupe Date

CPErson OF organization namey <digital or electronics - <Stamp or signaturer <datey

<person or organization namey <digital or electronicy - <stamp or signaturey <datey
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Signed/Stamped Items Page

Figure 15-11 shows wireframe for the page that displays the list of signed/stamped
documents or data. This page enables the user to search the listed items and view the
details. Based on the permissions given to the user, they can view only items that contain
their signature or organization stamp, or they can view all items.

Signed / Stamped Items

| search jol | Sortby W
Name Signed / Stamped By Created Date
<docuiment or data group name> | <persons and organizations who <date>
signed or stamped the item>

<document or data group name> | <persons and organizations who <date>
signed or stamped the item>

<docuiment o data group name> | <persons and organizations who <date>
signed or stamped the item>

<document or data group name> | <persons and organizations who <date>
signed or stamped the item>

Figure 15-11. List Signed/Stamped Items

Singed/Stamped Item Page

In Figure 15-12, you see a wireframe for the page used to display the signed/stamped item
details. The page displays the view of the document or data and lists the signatures or
stamps done on the document, including by whom and when they were done.
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View signatures and stamps

Naime <name of the document or the data>

Created Date  <creation date of the document or the data>

Document View
or
Data View
This document s signed / stamped by
Name Type Date
<PErSOn OF Organization namer <digital or electronic> - <stamp or signature> <dater
<person oF organization namer <digital or electronics - <stamp or Signatures <dater

Figure 15-12. View Signed/Stamped Item

Validate Page

This page lets users attach a document file or data file to check whether the signatures
or stamps inside these files are valid. Figures 15-13 and 15-14 show the cases for valid
and invalid documents. For a valid document file or data file, the page will display list of
recognized persons’ signatures and organization stamps. For an invalid document file or
data file, the page informs the user that this document or data is not valid.
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Validate Signatures and Stamps

Attach document or data

Viewer

Document View
or
Data View

This document s valid and it has the following signatures/ stamps

Name Tupe Date
<person or organization namey <digital or electronics - <stamp or signaturer <dater
SPEFSOn OF OFganiZAtion name <digital or electronics - <stamp or signature> <datey

Figure 15-13. Validate Signatures and Stamps: valid signature

Validate Signatures and Stamps

Attach document or data

Viewer

Document View
or
Data View

This document is fnvalid

Figure 15-14. Validate Signatures and stamps: invalid signature

208




CHAPTER 15 I SIGNATURES MODULE

Signatures Module Entities

You've seen the use-cases and wireframes for the Signatures module. Now it’s time to see
the entities used by the Signatures module to store the information needed to manage
signatures. Figure 15-15 shows the entities and relations between them.

1 n
Person
— "
Orgumization
-

Figure 15-15. Entities for the Signatures module

Here is a description for each entity:
e  Signature: Stores digital and electronic signatures for persons.
e  Stamp: Stores digital and electronic stamps for organizations.

e Document: Stores documents to be signed (a document is a file
that can be a in PDF or any Office file format).

e Data Chunk: Stores the chunk of data to be signed.
e  Signed Document: Stores data about who signed the documents.
e  Signed Data: Stores data about who signed the chunks of data.

e  Stamped Document: Stores data about who stamps the
documents.

e  Stamped Data: Stores data about who stamps chunks of data.
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The relations between these entities can be summarized as follows:
e  Person can have multiple signatures.
e  Organization can have multiple stamps.

¢  Documents can be stamped or signed by multiple signatures
and stamps.

e Data Chunk can be stamped or signed by multiple signatures
and stamps.

Use of Signatures Module by Other Modules

Other modules will request digital/electronic signature or digital/electronic stamp from
the Signatures module. They send their data or document to be signed/stamped by using
the request digital signature, request electronic signature, request digital stamp, and
request electronic stamp use-cases. In addition, other modules can ask about the validity
of the signed/stamped document or data by using the validate use-case.

Summary

This chapter discussed the Signatures module, including use-cases and wireframes for
the screens. You saw the entities and their relations and found out how other modules
could use the Signatures module.
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Conclusion

This book covered the software infrastructure modules, which are the base modules
in any software systems. I discussed most of the functionalities supported by these

modules, provided high-level wireframes for the UI, and discussed the entities to store

the required data and relationships between them. Every module in the infrastructure

modules provides essential services for other modules, whether they are system modules
or business modules.
The infrastructure modules include the following:

The Localization module manages the localizable resources.
The Lookups module manages lookup data.

The Documents module manages documents uploaded to the
system.

The Persons module manages persons’ information.

The Organization Structure module manages organizations and
their relations, positions, and reporting hierarchies.

The Authentication module manages authentication methods
and authenticates users.

The Authorization module manages services and permissions.

The Communication Rules module manages and controls the way
persons can communicate in the system.

The Tasks module manages tasks assigned to persons.

The Workflow module manages workflows’ definitions and
instances.

The Notifications module manages notification methods and
notifies persons.

The Follow-Up module manages follow-up and reminds users
about flagged items.

© Mohamed Farouk 2017
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e  The Payments module manages payment methods and collecting
payments for invoices.

e  The Signatures module manages signatures and stamps and
allows signing/stamping data and documents and validating
signatures/stamps.

If a system contains the preceding modules as its base, other modules can better
handle only their business and can depend on the infrastructure modules to provide the
base services, as discussed through this book.

More About Infrastructure Modules

In this book, I discussed most of the infrastructure modules. Now I'll provide an overview
of some topics I did not discuss.

More Functionality

For the modules covered in this book, there are two functions that I mentioned as
currently out of scope for the book. I want to talk a little bit about them.

Authorization Module: Authorization to Access Data

As part of the Authorization module, there should be functionality to control data access
by giving permissions on the data sets to be retrieved by users of the system. To do this,
the Authorization module needs to have metadata for the data stored in the system.
Metadata is a high-level layer giving information about the database tables and fields in a
way that’s understandable to system users. The Authorization module must be extended
to include the use-case of managing data authorization. This is required by the system’s
administrators to build conditions on the data sets (to control the retrieved data) and
assign these conditions to either Organization, Position Type, Position, Role, User, or
Group (similar to giving permissions on functionalities, covered in Chapter 8).

Notifications Module: Notifications Among Software
Systems or Modules

As part of the Notification module, there should be a functionality to send and receive
notifications among systems or modules. This means the Notification module will need
to be extended to include more use-cases to manage the notification methods that will be
used by the modules or systems, manage the notification preferences for each module or
system, and manage sending the notifications.
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Additional Modules

Do you think I covered all the infrastructure modules? If so, please think again. There are
indeed more infrastructure modules, and this section provides a brief overview of some
of them.

Metadata Module

This module is responsible for managing the description of database tables and fields
and giving them understandable names and descriptions. This module depends on the
Localization module to ensure that these names and descriptions are localizable. The
Metadata module alone doesn’t provide a great value, but it does provide great value for
other modules that depend on it: the Queries Builder Module, Reports Builder Module,
and Business Rules Module. By having localizable names and descriptions for tables and
fields, it’s easier for users to build queries and reports, and it’s easier for users or system
administrators to manage the business rules.

Queries Builder Module

This module is responsible for enabling users to manage queries. Queries are sentences
used to retrieve data from a database based on specific conditions provided by the user.
Having this module in the system enables users to create queries and run them against the
database. Users can also export the queries’ results—thanks to the Metadata module for
providing understandable names and descriptions for the database tables, which makes it
easier for system users to use the Queries Builder module to create their own queries.

Reports Builder Module

This module is responsible for enabling users to manage reports. Reports are a visual
representation of returned data from queries. Having this module in the system lets users
design the layout of reports and associate queries with reports. The module is also responsible
for generating reports based on the generation criteria defined by the users.

Business Rules Module

This module is responsible for managing business rules by enabling the system
administrator to define or modify business rules. The module evaluates these rules when
needed and can also display them to users when requested. Business rules are conditions
to be checked by the system while users perform actions in the system or while the
system is performing internal actions. An example of a business rule might be that an
employee can’t request vacation with a duration greater than their vacation balance.
Business rules may be simple rules that are checked against static values, or they may be
complex rules checked against dynamic values returned from the database. To handle
these complex rules, the Business Rules module depends on the Queries Builder module.
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Backup and Restore Module

This module is responsible for managing the backup and restore of the system’s database
and files. Backup means making a copy of the database and any files (documents)
attached to the system. Restore means getting this database and files back to the system in
case problems occurred in the system or data was destroyed—for example, in a disaster.
Most systems depends on data center administrators to handle backup and restore by
using the tools provided in the operating system and database management system. But
having a module for backup and restore is better for the following reasons:

e Itallows managing the backup and restore by the system’s
administrators, not the data center administrators.

e  The module knows exactly what is databased and what files need
to be saved. There is no dependency on humans to memorize.

e  The Backup and Restore module depends on the functionality
of the operating system and the database management system
to perform its operations. This means there will be no missing
feature of the backup and restore operations—just an easy
interface to handle the backup and restore.

Figure 16-1 shows the dependency relationship among the modules discussed
just now.

Reports Builder Business Rufes

Backup and

Queries Builder Restore

Metadata

Localization

Figure 16-1. Modules’ dependency relationships
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The dependences are as follows:
e  The Metadata module depends on the Localization module.

e  The Queries Builder module and Backup and Restore Module
depend on the Metadata module.

e  The Reports Builder module and Business Rules module depend
on the Queries Builder module.

Business Modules and Infrastructure Modules

As mentioned in Chapter 1, modules can be categorized as business modules and
infrastructure modules. In this section, I provide two examples of simplified business
modules and discuss how they can depend on the infrastructure modules.

Example 1: Vacations Module

The Vacations module is part of the Human Resources Management System. It goes
under the category of Internal Services as it serves the employees inside the organization.
The main functionality of the Vacations Module is, not surprisingly, to manage vacations.
The module allows employees to request vacations and track their request status. The
module also allows searching for approved vacations. Here is how the Vacations Module
interacts with the infrastructure modules:

e Itusesthe Localization module to register the resource files and
resource tables and retrieve the resources values based on the
preferred language for the user of the system. The resource can
then be managed from the Localization module.

e Ttuses the Lookups module to register the Vacation Types lookup.

e Ituses the Documents module to register the document types and
bundles that could be attached with the vacation requests. The
documents definition can then be managed from the Documents
module.

e Ttuses the Persons module to retrieve the employees’ main
information and contact information.

e Ituses the Organization Structure module to get information
about employees’ positions and departments.

e Ttuses the Authorization module to register its services, which
could be (for example) vacation request, extend vacation request,
cancel vacation request, and search vacations. For users to use
the Vacation module services, the permissions can be managed
from the Authorization module.
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e  Ttuses the Workflows module to register the workflows definitions
for the requests, and the workflows definitions can then be managed
from the Workflows module. In addition, the Workflows module
depends on the Tasks module to perform the workflow tasks and on
the Notifications module to notify users about their request’s status.

Example 2: Subscriptions Module

The Subscription module is part of the Club Management System. It goes under the
category of Public Services because it serves the members of the club. These members
are not employees of the club, so we can consider them as clients of the organization. The
main functionality of the Subscription module is, of course, to manage subscriptions.
The module allows members or candidate members to request subscriptions, renew
subscriptions, or cancel subscriptions. Here is how the Subscription module interacts

with the infrastructure modules:

e Ttuses the Localization module to register the resource files and
resource tables and to retrieve the resources’ values based on the
preference language of the user of the system. The resources can
then be managed from the Localization module.

e Ttuses the Lookups module to register the subscriptions types
lookup.

e TItuses the Documents module to register the document types
and bundles that may be attached with the subscription requests.
The documents’ definitions can then be managed from the
Documents module.

e TItuses the Persons module to retrieve a member’s main
information and contact information.

e Itusesthe Authorization module to register its services. The
permissions for users to use the Subscription module services can
then be managed from the Authorization module.

e  Ttuses the Workflows module to register the workflows definitions
for the requests. The workflows definitions can then be managed
from the Workflows module. In addition, the Workflows module
depends on the Tasks module to perform the workflow tasks and on
the Notifications module to notify users about their request’s status.

e Itusesthe Payments module to add the subscription invoice that
needs to be paid and to track the payment status of the invoice.
The payment operation can then be managed from the Payments
module.

e TItuses the Signatures module to request digital or electronic
signatures for generated club membership contracts. The signing
operation for these contracts can then be managed from the
Signatures module.
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Implementing the Infrastructure Modules

If you are working on projects in which you build software systems from scratch, or if
you have a small software product and want to move it to the next level, you need to
consider including the infrastructure modules in your software system. This can take
some time, but once finished they will be part of your system with the completely flexible
functionalities they provide. You will then be able to re-use them in any project. You will
have a system that has the main infrastructure functionalities of large enterprises.

You can start to develop these modules and use them in your existing software
product or future projects. During development, you may find new ideas or more
functionalities to add. You can then go back and enhance your infrastructure modules.
Software development is an iterative process, and you gain more understating through
time after completing an iteration. Figure 16-2 shows general iterations for implementing
any software system or software module.

Receive

Feedback Plan

Deploy Develop

Figure 16-2. Iterateve process for software systems or modules

Plan

In this stage, you select the infrastructure modules you want to implement based on
their dependency and your business modules needs. You may also include any new
functionality you have collected from the previous iteration’s feedback stage that you
think may enhance your modules.
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Develop

In this stage, you design the database and the architecture of the module, write the code,
integrating the infrastructure modules with the business modules, and test the modules.

Deploy

In this stage, you deploy your software system to the production environment. Users and
system administrators will be using it and will interact with your business modules and
infrastructure modules. They will find out things are becoming more flexible and will take
more control over system behaviors.

Receive Feedback

After having your system in a production environment, you will start receiving feedback
about the system modules—for both types of modules, the infrastructure modules and
the business modules.

For the requests related to infrastructure module, do the following:

e  State the request for new functionality or for modifying an existing
functionality.

e  Study the request and check whether it will add value to the
module.

e  Askwhether this requested functionality should be part of the
infrastructure modules or the business modules.

e Ifitis part of the infrastructure modules, add it to the backlog to
plan for future iterations.

After processing the feedback, you will then start a new iteration and go to the
planning stage once again.

Feedback from users will help you to improve and enhance the infrastructure
modules. This in turn will enhance your current and future software systems.

I'hope this book helped you to understand the infrastructure modules and that it will
help you to move your software system to the next level.
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dependency, 17
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Organization Structure module (cont.)

position, 67

create, 69

editor page, 74

manage, 69
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page, 73
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editor page, 76

manage, 69

page, 75
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editor page, 61-63
information, 57
list of relatives, 59
manage, 59
modify data, 59
page, 61
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delegation page, 127
dependency, 17
editor page, 126
inspection, 121
manage, 122
normal, 121
page, 124-125
payment, 121
performer page, 129
performing data, 131
queue page, 128
registered type, 123, 131
review, 121
status, 123
Ul flow, 123
Test communication page, 116-117
Trace communication page, 117
Transaction, 193-194

INDEX

Transition task, 134
Two way communication, 110
Type editor page, 50-51

U

Uploaded documents page
information, 53
list of, 52
version, 54
User lookups
system items, 36
user items, 36
Users page, 83-84
User tasks, 134

Vv

Vacations module, 215

W XY,Z
Waiting task, 134
Workflow module

action task, 134

administration, 136-137

business process, 11

custom task, 134

decision task, 133

dependency, 17

escalation task, 134

inspection task, 133

instance status, 136

integration task, 134

manage instances, 135

notification task, 134

path graphical viewer

page, 151

payment task, 134

perform task, 152-153

register module, 135

review task, 133

sign task, 134

transition task, 134

Ul flow, 148

user tasks, 134

vacation request, 11

waiting task, 134
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